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OnpepneneHus

B HACTOAIICM JOKYMCHTC HMCITIOJIb30BAHbI CICAYIOIIUEC TCPMUHBI C COOTBCTCTBYIOIIIUMU

OIIpENICIEHUSMU
Tepmun Onpenesnenue
TaiimayT Bpewmsi, o ucTedeHnu KOTOPOTro HeaKTUBHAS ceccus paboThI C YCTPOHCTBOM
aBTOMaTHUYECKH 3aBEPLIACTCA
PIN-kon Kox moctymna k ycTpoiicTBy
PUK-Ko01 J1OTIOTHUTENBHBIA KO AOCTYIIA, PEeIHA3HAYCHHBIN 11 pa30JI0KUPOBaHUS

YCTPOKCTBA MOCJIE TPOSKPAaTHOTO HenpaBHiIbHOTO BBoa PIN-kona

O603Ha4YeHUA N cokpalleHus

B nacrosiem AOKYMCHTC HCIIOJIB3YHOTCs CIICAYIOIIUC 0003HaYEHHS U COKpaIlCHHA:

Oo6o03Ha4eHHe Onucanue
AIIM/3 AnmapaTHO-TPOrpaMMHBIN MOJYJIb TOBEPEHHON 3arpy3Ku
HKM/ Haxonurenps Ha )KECTKUX MAarHUTHBIX IUCKaX
o3y OrnepaTUBHOE 3aIIOMHUHAIOIIEE YCTPOHCTBO
o [IporpammMHoe obecnieueHue
CK3H1 CpenctBo kpunrorpaduyeckoil 3auTel ”HPOPMALH
C)1| OneKTpoHHas MOANNCH
TLS Kpunrorpagpuueckuii  mpoTokos,  oOecneYMBAIOUIMKA  3AILMIIEHHYIO

nepeaady JaHHBIX MCKAY y3JIaMU OTKpBITOfI CCTHU M€pe€aadn JaHHbIX
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1 BBepeHue

Hacrosimuii nokymeHT conepxkuT pykoBojctBo mnonb3zoBarenss CK3U « VPN-Key-TLS» B
BapuanTe ucrnonnenus 7 (mamee « VPN-Key-TLS»). PykoBoacTBo BKIItOYaeT B ceOs CIIPaBOYHYIO
unpopmarnuio o «VPN-Key-TLS» u onucbiBaeT KOHKPETHbBIE JEHCTBHS, KOTOPbIE MO>KHO BBITIOJTHSTh
¢ nomotpio «VPN-Key-TLS».

B noxymente crpanuiel «VPN-Key-TLS» u3o00paskeHbl Ha WUTIOCTpALUSIX TaK, KaK OHU
oroOpakaroTcsi B Be6-o003peBarene Microsoft Edge. B npyrux Be0-0003peBaTensax BU CTPAHHMIL

MOXKECT HC3HAYUTCIBHO OTJINYATbhCA.
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2 HasHauveHue n ycnoBusi NpUMMeHeHMUs

2.1 HasHayeHue cuctTeMbl

CK3U1 «VPN-Key-TLS» npenHasHaueHo Uisi OpraHu3alyy 3alMUIIEHHOTO JIOCTYyIMa 4yepe3
OTKPBITYIO CETh MepeIau JaHHBIX K pecypcam BeO-ciryx0bl (Harmpumep, 1ocTyna yepe3 HTepHeT K
pecypcaM UHTEpHET-0aHKa).

KonkpeTHbiii HabOp pecypcoB, K KOTOPHIM MOKHO MOJTYYUTh JTOCTYI C MOMOIILI0 JAaHHOTO

CK3H, yka3pIBaeTcsi a/AIMUHUCTPATOPOM B Ipoliecce nHunnanusamnuu ycrpoiicrsa «VPN-Key-TLS»y.

2.2 YcnoBusi NpUMEHEeHUs1 CUCTEMBbI
YerpoiictBo  «VPN-Key-TLS» ycranaBiuBaeTcs Ha KOMIBIOTED, YIOBJIETBOPSIOIIHIA

CJICAYIOIIUM ITPOTrpaMMHBIM U allllapaTHbIM Tpe60BaHI/I$IMZ

— KOMIIBIOTEP JI0JIKEH paboTaTh MO/ yIpaBieHUEM OAHOM U3 cienyromux OC:

—  Windows 7;

—  Windows 8.1;

—  Windows 10;

— Windows 11;

— MacOS Catalina 10.15;
— MacOS BigSur 11;

— MacOS Monterey 12;
— MacOS Ventura 13;

— ubuntu 16.04 LTS x64;
— ubuntu 18.04 LTS x64;
— ubuntu 20.04 LTS x64;
— ubuntu 22.04 LTS x64;
— Alt workstation 9 x64;
— Alt workstation 10 x64;
— CentOS Stream 8 x64;
— Debian 10 x64;

— Debian 11 x64;

— Fedora Linux 36;

— Mcst Elbrus 6;

— REDOS 7.3 MUROM x64;
— Astra Linux C2 x64;
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— Astra Linux SE 1.7.0 x64;
—  mporeccop He Hibke Pentium 11,
—  HXM/J émxocteio He menee 10 1°6;
— O3V émkocteio He MeHee 1 ['0;
- Ha KOMIThIOTEPE JIOJDKEH ObITh B HATMYHMH CBOOOAHBIN pazbém USB;
— KOMITBIOTEP JIOJDKEH OBITh IMOAKIIFOYEH K CETH Tepeadu JaHHbBIX

— s obecrieuenus: kiaacca CK3U KC2 nHa koMmbroTepe JOMKEH OBITh YCTaHOBJICH
AIIM/I3, cepruduuupoBanHbiii B cooTBeTcTBUM ¢ TpeboBaHusimMu ®Cb Poccun k

anmnapaTHO-IPOTrPAMMHBIM MOJYJISIM JOBEPEHHOMU 3arpy3ku DBM.

CK3U «VPN-Key-TLS» mosxeT pyHKIHMOHUPOBATH MO YIIPaBICHUEM OJJTHOU U3 CIEIYIOIINX

BUPTYaJIbHBIX Cpesl (TUIIEPBU30POB):
- Microsoft Hyper-V Server 2012/2012R2/2016/2019;
- Citrix XenServer 7.1;
—  Citrix Virtual Apps and Desktops 7;
- VMWare WorkStation 16 (x86, x64);
—  VMWare WorkStation Player 16 (x86, x64);
-  VMWare Fusion 13;
—  QEMUT;
—  VMWare vSphere ESXi (6.7, 7.0);
- Oracle VirtualBox (6.1, 7.0);
— Parallels Desktop (Mac OS) 18 (x64).

Jnst ykazanHbIx OC ¥ THIIEPBU30POB TOJHKHO OBITH 00ECTIEYeHO MOTy4YeHUEe OOHOBIICHUH 110
6e3onmacHoctd. B ciywyae monkmouenuss CK3UM k kaHamam CBsI3M, BBIXOJAAILIMM 3a TPEAEIbI
KOHTPOJIUPYEMOW TEepPUTOpUH, He jomyckaercss ucnonb3oBanne OC u (WiIM) THUIEPBH30DPOB,

MMPOU3BOAUTEIIAMHU KOTOPBIX HE BBIITYCKAKOTCA OOHOBIIEHUS.
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3 NMoaroTtoBKa K paboTte

3.1 WHnumanusauumsa yctponuctBa «VPN-Key-TLS»

Ilepen nayamom wmcnoib3oBanus HoBoro ycrpoictBa «VPN-Key-TLSy», Heobxomumo ero
WHULMAJIM3UPOBATh cpeAcTBaMu u3aenus «APM maunumammsanumn» u3 coctaBa CK3U «VPN-Key-
TLS Anmunuctparopy. [Ipoueaypa nHUIMATHU3ALKUN BBITIOIHSAETCS aIMUHUCTPATOPOM YCTPOICTBA.
Ecnu aaMUHUCTPAaTOPOM yCTPOHCTBA SIBISIETCS MOJIb30BATENb, €My HEOOXOAMMO O3HAKOMHUTHCS C
cooTBeTcTByOmUMH pykoBojactBamu u3 cocraBa CK3U «VPN-Key-TLS Anmunucrparop» u
BBITMIOJTHUTD U3JI0)KEHHYIO TaM MPOIeypy HHUIIUATH3AIUH.

WNuunmanusupoBannoe  ycrpoictBo  «VPN-Key-TLS»  obecrieunBaeT MakcUMaibHO
BO3MOXKHYIO CTETICHb aBTOMATH3aI[MH IPOLIECCAa YCTAHOBKHU U OJTOTOBKH K paboTe. BmemarenscTBo
II0JIb30BATENS] MOXKET MOTPeOOBAThCS JIMIIL B CIydyae OTKIIOYEHHOW (PyHKIMHU aBTO3aIyCKa CO
ChEMHBIX HOCHTENEH MHpOpMalHK, a TaKKe MPU HATMYUU MPodIeM ¢ JocTynoM K y3iny Windows

Update.

3.2 MNopknioyeHune yctpouctea «VPN-Key-TLS»
[Moaxmouenue yctporictBa «VPN-Key-TLS» k koMmbloTepy MpOU3BOAUTCS B CIIECTYIONIEM
HOpsJIKE:
1. Bcrasste ycrpoiictBo «VPN-Key-TLS» B pa3sém USB kommbrorepa.
2. Ecnm B onepanyoHHOW cHCTeME OTCYTCTBYIOT HEOOXOJIUMbIE JpaiBephl, NMpU IEPBOM
MOJIKJIIOUeHUU Oy/leT NpOM3BEJeHa aBTOMAaTHYeCKas YCTaHOBKa JpailiBEpOB YCTPOMCTBa
«VPN-Key-TLS». [Tpu Hannunu nojakitoueHus kK larepuety apaiiBepsl Oy1yT yCTaHOBIIEHbI

c y3na Windows Update, mpu oTcyTcTBUM NOAKIIOUeHUs K IHTepHETY JpaiiBepbl yCTpoiicTBa
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«VPN-Key-TLS»
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YCTaHOBJICHBI C
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uaentudunupyercs B cucreme kak CD-nuckoBos (cMm. Pucynok 1).
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Pucynok 1 — Oro6paskenue ycrpoiicrBa VPN-Key-TLS B Windows

YCTPOMCTBA.

YcrpoiicTBo
— [m] X
(2]

3. Ecnu B HacTpoHKax onepannoHHON CHCTEMBI pa3peliéH aBTO3aImyCK CO ChEMHBIX HOCHTEIICH,

OyJeT 3amyIleH YCTaHOBJICHHBIN B OTIEPAIIMOHHOM crcTeMe BeO-0003peBaresb (BeO-Opay3ep)

[0 YMOJIYaHHUIO C OTKPBITOH cTpaHuueil aBropusanuu (cM. Pucynok 3). Ecnu B HacTpoiikax

OHepaHHOHHOﬁ CHUCTCMBI 3anpeméH ABTO3aIlyCK CO CBhEMHBIX HOCHTGJ’ICIZ, CIICAy€CT C CD-

JIMCKOBOJIA, cooTBEeTCTBYIOMIEro ycTpocTBy «VPN-Key-TLS» (cM. Pucynok 1), Bpyunyro

sanycTuth npuioxenue START (cm. Pucynok 2). Iocie 3amycka MpHIOKEHHS uepe3

HCCKOJIBKO CCKYHI 3aIlyCTHUTCH Be6-0603peBaTeHL (¢{0) CTpaHHHCﬁ ABTOpHU3allun IJid BXOJ4a B

untepodeiic ycrpoiictsa «VPN-Key-TLS» (cM. Pucynok 3). 3To 03Ha4aeT, 4To HOJAKIIOUEHHE

YCTPOICTBA YCHEIIHO 3aBEPILIEHO U MOKHO MPUCTYIATh K padoTe.
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Pucynox 2 — Copnepixanue ycrpoiicra « VPN-Key-TLS»

10
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4  OnucaHune onepauum

4.1 Hauvano pa6otbl ¢ yctponctBomM «VPN-Key-TLS»

Jlnst Havana paboThl cienyeT noaAKItounTh ycTpoiictBo «VPN-Key-TLS» B cooTBeTcTBUU C©
IpoLielypOoii OAKIIIOYEHNUs, OIMCAaHHOM B pa3zene 3.2. B pe3ynbTaTe N0AKIIOYEHUS 3aIlyCTUTCS BEO-
0003peBarenib CO CTpaHMIEH aBTOpH3anuu I Bxona B mHTepdeiic ycrpoiictBa «VPN-Key-TLSy

(cM. Pucynok 3).

() CBEP Buane:

Bxoa B MEHIO TOKeHa

“" N2 D pN3  piNg PINS

Poeaure PIN-kon

Cepuitblii Homep: TST00147147D
Bepcus: 550.265 (IC0_T3250000L_C1 VTS50HTS)

Pucynoxk 3 — CTpanuna aBTopu3aluy Uisi BXxoaa B nHTepdeiic yerpoiictBa «VPN-Key-TLS»

Ha crpanuue aBTOpH3ammu OoTOOpakaeTcsl cepHiiHbIM HOMep M Bepcusi BcTpoeHHoro [10
ycrpoiicTBa. Iy IpocMOTpa JAOMOIHUTENbHOM nHpopManuu 00 yCTpoilcTBe clieayeT MepenTu no
cebike [lopoOnee.

[Ipy mnepBOM HOJKIIOYEHHH YCTPOMCTBA HEOOXOAMMO CBEPUTH CEPUHHBIM HOMEp C
yKa3aHHBIM B (popMyJIsipe U MPOBEPUTH LEIOCTHOCTH BcTpoeHHOTo [10 (cM. pazaen 4.23).

Jls BXoda M JanbHEWIero B3auMmojeicTsus ¢ ycrpoiictBom VPN-Key-TLS neoOxomumo
BbIOpaTh y4€THYIO 3amuch moJib3oBatens, BBecTH kon noctyna (PIN-kon), coorBercTByrommii
BbIOpaHHOW y4ETHOM 3amucy, ¥ HaKaTh KHONKY BoilTH.

Ecnu ko noctyna K y4€THOM 3anucu BBEIEH BEPHO, HA SKpaHe MOHUTOpa OyAeT 0ToOpakeHa

BHYTpeHHss cTpanuna ycrpoiictBa VPN-Key-TLS (cm. Pucynok 4).

11
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BXO/| BNt

(% CBEP Buase

[BHIHEC-CHCTEMBI
BuaHec-CHCTeMbI

XpaHunuwe cepTnduxatos
HaCTpoiu ToKena
FPSU 250_2001 FPSU 250_2001(soft) FPSU 251_2012_256 FPSU 251_2012_256(soft) FPSU 252_2012_256

Tiaanic 1 nposepKit

Mrbopmauns o6 yCTpoiicTee

i — g
FPSU 252_2012_256(soft) FPSU 253_2012_512 FPSU 253_2012_512(soft) CryptoPRO 2001_au CryptoPRO 2012_256_au

=
CryptoPRO 2012_256_au(soft) CryptoPRO 2012_512_au CryptoPRO(WR) CryptoPRO{WR)(soft) 127:443

i — g
127:443(soft) Transf_chun(251) Transf_chun(251)(soft) POST_server(251) POST_server(251)(soft)

= =

Pucynok 4 — OcHoBHas crpanuna ycrpoiicrea VPN-Key-TLS

B nentpanbHoii yactu BHyTpeHHEH crpaHuibl ycrpoiictBa VPN-Key-TLS pacnonoxens
KHOIIKHM C Ha3BaHUSIMM OM3HEC-CHCTEM, OJKII0UYEHHE K KOTOPHIM BO3MOXKHO C MOMOILBIO JAHHOTO
ycrpoiictBa VPN-Key-TLS.

B 7neBoil yacTu cTpaHHUIBI PAacloOJIOKEHO TJaBHOE MEHIO. IIyHKTBI MeHI0O XpaHHJIMINe
ceprupuxkaroB u HacTpoiliku ToOKeHa, TIpenHa3HAu€Hbl [UIsI M3MEHEHHS KOHQUIYpaluu
ycrpoiictBa. Ilynkr MeHto Iloanmmcen M mMpoBepKM NpeqHA3HAYEH JUIS MOANMCAHUS U NPOBEPKH
HNOJANKMCH JOKYMEHTOB, a Takxke Juid mudpoBanus daitnos. Ilynkr menro Hndopmanusa o6
yCTpoOiicTBe TpeIHa3HA4YCH JJIsi MPOBEPKHU 1eJ0oCcTHOCTH BHyTpeHHero [10, 3aBepuienus paOoThI
HTTP-cepBepa u mpocMoTpa uHbOpMaIiK 00 yCTPOICTBE.

Ecnu BBenén HeBepHblil PIN-ko, Ha 3kpaHe MOHUTOpa MOSIBUTCS cO0OIIeHuEe 00 omuoKe

(cm. Pucynok 5).

12
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Bxoa B MeHI0 TOKeHa

Erﬁ fa
PIN 1 '~'— PIN 2 PIN 3 L PIN 4 PIN 5

Beeaute PIN-Kkoq

ﬂl BeeneH HesepHsid PIN-koa. (xon 29)

CepWAHBIA HoMep: TSTO0147147D
Bepcua: 550.265 (IC0_T3250000L_C1_VWTS50HTS)

I N ——
NoapobHee

Pucynox 5 — Cooduienne o neepuom BBojae PIN-konga
Ecnmu PIN-kon BBeneH HeBepHO 3 pas3a MHOAPAJ, COOTBETCTBYIOIAS Y4€THas 3aIlluCh
6J'IOKI/IpyeTC$I, 4 Ha 3KpaHC MOHHUTOpPA INOABUTCS COO6H_I6HI/Ie O TOM, 4YTO BC€ IIOIIBITKH BBOJa Pl N'KOI[a

U3pacxo1oBaHbl (cM. PucyHok 6).

Bxoa B MeHI0 TOKeHa

0|
PIN3 ) pIN 4 PIN 5

Beeaute PUK-kon,
BeeauTe HOBLIA PIN

MoBTopWTE BEOA HOBOTO PIN

ﬂl M2packoa08aHs! NoNeTEY 88002 PIN-koaz. (kog 28)

BoccTaHOEMTE PIN-Koq

CEpHitHbIi HoMep: TSTO0147147D
Bepcua: 550.265 (IC0_T3250000L_C1_VTS550HTS)

- e —~
NoapobHee

Pucynox 6 — Cooduienne o Tom, 4To monbITKH BBoAa PIN-kona u3pacxonoBanbl

[Tpouenypa pa30I0KHMpOBaHUS YISTHON 3aITMCH M3JI0XKEeHA B pasneie 4.3.
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[Ipy nepBOM MOAKIIOYEHUH YCTPOWCTBA HEOOXOIMMO CBEPHUTh CEPUNMHBII HOMEp U
KOHTPOJIbHYI0 cymMy BcTpoeHHoro I10, Haxopsmmecs B daiine device.cfg wa CD-muckoBoe,
COOTBETCTBYIOIIIEM YCTPOMCTBY, a TaKXKe KOHTPOJIbHYIO cyMMy «Start.exe», Haxoasmrytocs B ¢aiiie
tlsapp.hsh, ¢ cepuiiibiM HOMEpPOM U 3TaJOHHBIMH KOHTPOJBHBIMH CyMMaMH, YKa3aHHBIMH B
dbopmymsipe, u cmenutbh PIN-koq m PUK-kox. 3atem ciemyer co3aats kiatoun O, mmdpoBanus u
TLS u cooTBeTcTBYIOILIME 3aIIPOCHl HA CEPTU(UKATHI, OTIPABUTH CO3/IaHHBIE 3arpockl B Y1 u mno

MMOJIy4YCHHU U CepTI/Iq)I/IKaTOB YCTAaHOBUTH HX.

4.2 3aBepweHune pabotbl ¢ ycTtponctBomMm «VPN-Key-TLS»

Jia  xoppekTHoro 3aBepuieHust paboTel ¢ yctpoiictBoM «VPN-Key-TLS» crnenyer
BBINOJIHUTB CJEYIOIUE TeHCTBUSA:

—  3aBepLIUTH ceaHC paboThl ¢ OU3HEC-CUCTEMOM;

—  BEpHYTbHCS Ha BHYyTpeHHIOW cTpanuily ycrporictBa « VPN-Key-TLSy;

— WENKHYTh 3HAa4YO0K B IIPaBOM BEpPXHEM YIVIy BHYTPEHHEH CTpaHMIIbI YCTpOMICTBa
«VPN-Key-TLS»;

— wu3Bineus ycrpoiictBo «VPN-Key-TLS» u3 USB-pa3zséma kommbroTepa.

4.3 Pa36nokupoBaHue y4eTHOM 3anmucu
Ecnu nonp3oBatens Tpu paza noapsn BBEN HeBepHbId PIN-koj, cooTBeTcTBYIOIAs yuéTHAS

3alncChb 6JIOKI/IpyeTCSI, a B II0JIC ((BBI6epI/ITe n3 CIIMCKa CBOIO y‘-IéTHYIO 3aIlUCh» MCPEA HAa3BAHUCM

3a0JIOKMPOBAHHOM yYETHOM 3amucH mosiBisieTcs: cuMBoia -/ (cM. PucyHok 7).

GISYPR PIN3 (D PIN4 PIN 5

Pucynox 7 — Yuérnasi 3anuch noJibp30BaTeisi 0J10KHpPOBaHa

Jis Toro urtoObl pa3dMOKMpOBaTh YYETHYIO 3amuch, HeoOXxoaumo BbIOpaTh e€. Ha
otkpbiBIneiics crpanuie BBoga PUK-koma (cM. PrcyHok 8) HE0OX0IMMO BBIMOIHHUTE CIIEIYOIIHE

NENCTBUA:

B none «Breaute PUK-xon» BBectn PUK-koJ, conepxatuiicst B BBIJAaHHOM BMECTE C

ycrpoiictBoM PIN-koHBepTe.

— Bsectu HOBbII PIN-ko1 B mone «Beeaute HoBbIi PIN». Jlnnaa PIN-koma gomkHa OBITH
paBHa 6 cumBoIaM. J[0MyCTUMBIMH CUMBOJIAMU SIBJISIOTCS aHTIIMICKUE OYKBBI, TU(PBI U
CITELICUMBOJIEI.

— TloBtopHo BBecTn HOBHIN PIN-kox B mose «IToBropute BBOA HOBOTO PINY.

— TloarBepauth m3menenue PIN-koma, HaxxaB kHOonKy BoccranoButh PIN-kox.
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Bxoa B MeHI0 TOKeHa

PIN 3 ) PIN 4 PIN 5

LWar 1. Haitaute PIN-KOHBEPT, BhIAaHHLIA BMECTE C
TOKEHOM,

Lar 2. BeeauTe yKasaHHLIA B HEM PUK-KoA.

LWar 3. NpuayMaiTe W BEEIWTE HOBRIA PIN.

LWar 4. MosTopuTe BBOA HOBOMO PIN.

BeeguTe PUK-kog
BeeouTe HOBLIA PIN

MoBTOpWTE BEBOM HoBOTO PIN

BoccTaHOEMTE PIN-Kog

CepWAHBIA HoMep: TSTO0147147D
Bepcua: 550.265 (IC0_T3250000L_C1_VWTS50HTS)

Pucynok 8 — Crpanuna seoga PUK-kona

B cnyuae Tpéx u 6oree monsITok BBoa HeBepHOro PUK-kosa mospsii HaYMHAETCsl Nepuot
IPUHYAUTEIBHOU 3aI€P/KKH, 3aBUCSIINANA OT KOJIMYECTBA MPEABIAYIINX MOMBITOK BBOJA HEBEPHOIO
PUK-kona moapsin (Tabmuna 1). Beenéuusie B Tedenue srtoro mepuona PUK-komwl He OymayT

MPUHSTHI K PACCMOTPEHUIO, @ Ha SKpaHE MOHUTOpPA MOSABUTCS COOOIIeHHE 00 OINOKe.

Ta6auna 1 — Ilepuoabl NPUHYAUTETbHON 3a/IePKKH

IIpeapiayuiee Ynucio HEBEPHBIX 0 1 2 3 4 5 6 7 8 9

MOMBITOK BBOJIA KOJA MOAPSA

IIpunyauTenbHas 3aep>KKa 10 0 0 0 15 30 60 120 180 1440 (1440

CJIC/TyOLIEH TIOTBITKY (B MHUHYTaX)

Ecnu xonndecTBO MPUHATHIX K pACCMOTPEHHIO MOMBITOK BBOa HeBepHOTro PUK-ko1a moapsiz
nocturHetr 10, manHast y4€rHas 3amuch OyJeT 3a0MOKMpOBaHAa OKOHYATENbHO, U €€ JallbHeuInee
BOCCTAHOBJICHHE OYyJIeT HEBO3MOXKHO.

[Ipu BBOAE KOoppekTHOTO PUK-KOMA, MPUHATOrO K PaCCMOTPEHUIO, CYETUUK MPEIBITYIIETO

KOJIMYECTBA HEBEPHBIX MOMbITOK BBoAa PUK-koma moapsin oOHymnsieTcs.
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Ecam xonmuecTBO MPHHATBIX K PACCMOTPEHHUIO TOMBITOK BBoJa HeBepHoro PUK-koma
nocturaer 300 6e3 cmenbl PUK-koma, To gaHHas ydéTHas 3amuch Takke OyneT 3a0J0KHpoBaHa

OKOHYATEJIbHO, U €€ JlajbHelIlee BOCCTAaHOBJICHHE OYEeT HEBO3MOXKHO.

4.4 TopakntovyeHue K busHec-cucteme

st Toro 4toObl HayaTh pabOTy ¢ OM3HEC-CUCTEMOM, HEOOXOJUMO Ha)KaTh KHOIIKY C
COOTBETCTBYIOIIIUM Ha3BaHHEM B IIEHTPAJIbHOW YacTH BHYTPEHHEW cTpaHuIlbl ycrpoiictBa «VPN-
Key-TLS» (cMm. Pucynok 4).

[Tocne aToro OTKpoOETCs CTpaHuIla BHIOPAHHOW OM3HEC-CUCTEMBI.

4.5 JneKTpoHHas noanucb
YerpoiictBo «VPN-Key-TLS» mnpemocraBnsieT BO3MOMXXHOCTb MOJMUCAHUS 3JIEKTPOHHOM
MMOANMUCBI0 KaK JOKYMCHTOB, C KOTOPBIMHU BCACTCA pa60Ta B 6I/ISHGC-CI/ICT6M6, TaK U ITPOU3BOJIbHBIX

(aiinos.

45.1 MopanucaHne AOKYMEHTOB U3 6U3Hec-cucTeMbl

VYerpoiictBo «VPN-Key-TLS» mpenoctaBisieT BO3MOXKHOCTh TMOANUCAHUS HIIEKTPOHHOM
NOJIMUCBI0 JOKYMEHTOB, KOTJa BO BpeMs paboThl C OU3HEC-CUCTEMOM BO3HMKAeT Takas
Heo0X0uMOCTh. J{71s moAnucanus JOKyMEHTa HUKAKUX JOMOJHUTENbHBIX AEHCTBUM C YCTPOHCTBOM

He TpeOyercs.

45.2 NMoanucanue ¢pamna

VYerpoiictBo «VPN-Key-TLS» npenocTtaBisieT BO3MOXKHOCTh TOJIUCAHUS AJIEKTPOHHOU
HOJIKCHIO TPOU3BOJIBHBIX (PaifiIoB.

s toro utoObl moamucaTh ¢aily, cieayeT Ha BHYTpEHHEHW CTpaHMIe yCTpOHCTBa (CM.
PucyHoxk 4) BeiOpath myHKT MeHi0 [loanucu ¥ NpoBepKHu.

Ha otkpeiBmieiicst crpanume (cM. Pucynok 9) cnemyer mepeiitn mo ccpuike «Iloamucanne
JIOKYMEHTa» B LIEHTPaJIbHOW YacTU CTpaHMIBI WM HaxkaTh KHoNKy IloamucaTs B mpaBoil yacTu

CTpPpaHUIIBI.
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Bxop Buinonnen: PIN No1

TMoAnKcH 1 NpoBepKy

Monucanme AoKyMenTa

NposepKa noanmucn

MPOBEPRET, COOTBETCTBYET MM NOANINCH U3 KOHTENHEPa (*.p7S) CONEpKIMOMY $ailna C AMCKa,

Wiposanme

Pacuimpposanme

Pucynok 9 — Ctpannna kpuntorpadpuiyeckux onepamuii

Ha oTtkpsiBIIICiics cTpaHUIle MoAnucanus 10kyMeHToB (cM. Pucynok 10) OymeT oToOpaxeHa
3aKpamieHHas KENTHIM LBETOM 00JacTh «YKaxXuTe (Qaily Uil MOANUCAHHUS» U CIUCOK JIMYHBIX
cepTu(uKaToB, KOTOPHIE MOTYT OBITH UCIIOJIL30BAHBI [Tl MOAMKUCAHUS (PAiIoB.

Jl11s Toro uyToOBI nmoAnucath (aiia, HeoOX0IUMO BBHITIOIHUTH CIECAYIONINE AeHCTBUSA:

— Haxarp kHOmky BbiOepute u BbIOpaTh dailn, KOTOPHIH HEOOXOJUMO MOANUCATH.
(MoxHO Takke C TMOMOIIBI0 MBIIIM MepeTamuTh (aiis, KOTOpBIi HEOOXOAUMO
MOJIKCATh, B 00J1aCTh, 3aKPAIICHHYO JKENTHIM IIBETOM. )

— VYcraHoBuTh (iaxkok cieBa OT cepTu(UKaTra, KOTOpbIH OyJeT HUCIOIb30BaH IpHU
noAnucaHuu (aiina.

— Haxarpe kHonky Ilognucars B IpaBOM HUKHEM YTy CTPAHULIBL.

Bxop Buinonuen: PIN NOL

MoanucaHve

@ B 370m OHe MOMHO NOANHCaTS MOBOR BN C AUCKS, HCTIOMS3YR MUNHSIM CERTHDHKAT RaHHOR YUETHOM SamucH

Viaxue daiin AnA nORNHCAHMHS:

NeperecuTe Hain B 0BnacTs
wiw

BuibepuTe nsHbIA CEpTHHKAT

Cepwiinsi Homep Kem suiman Kem 8uinan SN Kowy seutar Cpok ReAcTENA

Pucynoxk 10 — CTpaHnua nognucanusi J0KyMeHTOB

Ha skpane mosiBUTCs COOOIICHNE 00 YCIEITHOM 3aBepliieHun onepanuu (cM. PucyHok 11).
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~ Bxop asinonwen: PIN NO1
% CBEP "

MoanucaHue

TORAMCH W NPOBERKH

Hrhopmaumn o6 ycTpoitcTse

Noanuce paina readme.txt chopMuposara

ECAH 33TPY3K3 HE HEHANACH SBTOMATHHECKH, PESYMSTAT MOKHO COXPAHHTS, HAXEE KHONKY HHXE.

Pucynok 11 — CoxpaHeHnue 31eKTPOHHOI mognucH

Ecnmu B manke «3arpy3km» He MOsBIICS (aiil ¢ MMEHEM MOANMCaHHOTO (aiina u
pacIIMpeHUeM .Cms, IJIEKTPOHHYIO MOANUCH (ailla MOKHO COXPaHUTh NPUHYJUTENIbHO, HaXaB

kHonKy Ckayars.

4.6 [lpoBepkKa aneKkTpoHHOU noanucu dauna

Jj1s TOro 4yTOOBI MPOBEPUTH AJIEKTPOHHYIO OJNUCH (ailiia, clieyeT Ha BHYTPEHHEH
cTpanulle ycrpoiictBa (cMm. PrucyHok 4) BeiOpaTh myHKT MeHIO [loanucu u mpoBepku.

Ha otkpeiBiueiics crpanune (cMm. Pucynok 9) crnemyer mepeiitu mo ccwuike «lIpoBepka
MOJAINUCK» B LIEHTPAJIBHONW YaCTU CTPAHUILBl WM HaxaTh KHONKY IIpoBepuTh moamuckh crpasa oT
HEE.

Ha oTkpeIBIIeiics cTpaHuiie poBepku moanucy (cM. Pucyrok 12) HeoOX0aiMMO BBITIOTHUTH
CIEYIOIINE IEUCTBUS:

— B 3akparieHHOH >XENTHIM LBETOM 00JIaCTH «YKaXUTE UCXOIHBIN (paii Ha THUCKe» HaXaTh

KHONKY BblOepuTte u BbIOpaTh (Qaiin, 1y KoToporo Tpedyercs NMpOBEPUTHh MOJMHCE.
(MoxHO TakXe ¢ IOMOIIBIO MBIIIM MEpeTaiuTh Gaia B 001acTh «YKaKUTE UCXOAHBIH
(aiin Ha TUCKe.)

— B 3akpameHHON KENTHIM IBETOM 00JIACTH «YKAKHUTE KOHTEHHED C MOAMUCHIO» HaXaTh

KHONIKY Bb10epuTe 1 BoIOpaTh (aiin, conepxamuii moanuck. (MoxXHO Takke ¢ TOMOIIbIO
MBIIIY TEPETAIUTh (Daiii C MOAMKUCHIO B 00JIaCTh « Y KaKUTE KOHTEHHEP C MOAHCHION. ).

— Haxarts xkHOnKy IIpoBepuTh NOANKCH B IPAaBOM HMKHEM YIJTy CTPAHHIIBIL.
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~ BXOA Bbn0NMen: PIN NO1
vy CBEP 6y n

Mposepka noanucu

@ B 370M OKHE MOXHD NPOBEPHTS BEPHOCTS NOANMCH NOR ROKYMEHTOM

YKaXHTe HCXOAHBIA Baitn Ha AMCKe:

YKkaxiTe KoHTeiiNep C NORNUCH (*.p7s):

Pucynok 12 — Ctpannia npoBepKH MOAINMCH

Ha skpane MOHHUTOpA MOSABUTCS COOOLIECHHUE O PE3YIbTATE ONEPALUH.

4.7 WndgpoBaHue

Jlnst Toro ytoOs! 3amudpoBath ¢ailn, cieayer Ha BHYTPEeHHEH CTpaHHIlE YCTPOHCTBa (CM.
PucyHok 4) BbiOpaTh myHKT MeHiO [Toqnucu u npoBepKH.

Ha otkpeiBieiics ctpanune (cMm. Pucynok 9) cnenyer nepeiitu o cepuike «1lndpoBanue» B
[EHTPAILHOW YaCTH CTPAHUIIBI MM HAXKATh KHONKY 3ammu@poBaTh cripaBa oT Heg.

Ha otkpeiBmieiics crpanune mudpoBanus (cMm. Pucynok 13) HeoOXOOMMO BBIMOJIHHUTH
CIEAYIOLINE NEUCTBUS:

1. B 3akpamenHoil xEnTeiM 1BeTOM oOsactu «BwiOepute Ha mucke dain s
mugpoBaHus» HakaTh KHONKY BbiGepuTe 1 BbIOpaTh (haiin, KOTOphIM TpedyeTcs
3amu@poBarh. (MOXKHO TaKke C MOMOIIbIO MBIIIM MepeTamuTh (aiiia B 001acTh
«Bo16epute Ha qucke Qaiin it mudpoBaHus».)

2. Ecmm (aiin mpemHasHayeH IS JIPYroro  aapecara, yka3aTh CepTHQUKAT,
MPUHAJUIeKAIMUNA dTOMy azapecary. It 3TOro B 3aKpaml€HHOM KENTHIM LBETOM
obmactn «Bpibepute Ha aucke ¢aitn nuyHoro ceprudukara OIl anpecara (He
00s13aTeNIbHO)» HaXKaTh KHONKY BbiGepuTe 1 BoIOpaTh cepTudukar. (MoxXHO Takxke ¢
MOMOUIBI0 MBIIIM TEepeTaluTh cepTudukar B obmactb «BpiOepure Ha aucke daii

nuyHoro ceprudukara D11 anpecara (He 00sA3aTEIBHO)Y.)
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3. Ecmm nmpenmnonaraercs, uto 3amudpoBaHHbIA ¢aiin notpedyercs pacmudpoBaTh s
TOTO K€ IMOJIb30BaTelIs, KOTOPBIH ero 3anmudpoBai, HEOOXOIUMO YCTAHOBUTH (HITaXKOK
clieBa OT cepTHdUKaTa, KOTOPHIA OyAeT NCIOIL30BaH Npu paciudpoBanuu Qaiina.

4. Haxarp kHONKY 3amin(poBaTh B [IPaBOM HUKHEM YTy CTPAHMIIBI.

BX0A Bunonten: PIN No1

% CBEP &y

TMposepka noan1cu

YKaXUTE HCXOAMBIR Baln Ha AMCKe:

YKaxuTe KoKTeiiHep C noanucsi (*.p7s):

Pucynok 13 — Ctpanuna mudpoBanus daiina

Ha skpane MoHUTOpA MOSBUTCS COOOIIEHHE 00 YCIIEITHOM 3aBEPIIEHUN OTIEPAITHH (CM.

Pucynok 14).

Bxop suinonken: PIN Nol

(% CBEP Buwec

WudposaHue

Pucynok 14 — Coxpanenue 3amudpoBanHoro ¢aia
Ecnu B manke «3arpy3ki» He NOSBHIICS 3alIM(pOBaHHBIN (aiii ¢ *MeHeM UCX0HOTO (haiina

" paCllInpCHUCM .p7e, €r0 MOKHO COXPaHHUTh NPUHYAUTCIIbHO, HAa’)KaB KHOIIKY Ckauarn.

4.8 PacwudpoBaHue
st Toro utoObl pacmmdpoBarh ¢aiin, 3amudpoBaHHBIA I JaHHOW YYETHOM 3amuch
N0JIB30BATENs, CIEAYyeT HAa BHYTPEHHEH cTpaHuile ycrpoiictBa (cM. PucyHok 4) BbIOpaTh IMyHKT

MeHIo Iloanmucu U npoBepKu.
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Ha otkpeBmeiics crpanune (cM. PucyHok 9) criemyer mepedTH 1O  CCBUIKE
«PacumppoBanre» B IEHTPaJIbHONW YaCTH CTPAHUIIBI WM HaXaTh KHONKY PacmmdposBaTs cnipaBa
OT Heé.

Ha otkpeiBmeiics crpanuie pacmmdpoBanus (cM. PucyHok 15) HE0OX0aUMO BBHITIOTHUTH
CleyrolIne JeCTBUS:

1. B 3akpameHHo# XENThIM 1BeTOM oOsiactu «BwiOepute Ha gucke dain s
pacmmndpoBaHus» HaXKaTh KHONIKY BbiOepuTe 1 BoIOpaTh (aiii, KOTOpHIH TpedyeTcs
pacmmdpoBarh. (MOXHO TakKe ¢ MOMOIIBIO MBI MEPEeTalUTh (Paill B 00J1acTh
«Bp16epuTe Ha aucke daits s pacuuGpoBaHU». )

2. Haxatp kHOonKy PacumiudgpoBath B IpaBoM HIKHEM YTITy CTPAHUIIBI.

BXOA BuinonHen: PIN NO1

% CBEP

Pacwudposanue

‘ @ CnowouiEK 3T0M0 OKHa MOXHD PACMBPOB3TS BaAns:, SALMBPOBIHHEIE 8 AADEC KAKDFO-MEO M

BuibepuTe Ha AMCKE Gaitn AR PACLMPOSIHMS:

Pucynok 15 — Ctpanuna pacuudpoBanus daiina
Ha skpane MOHUTOpa MOSBUTCS COOOIIEHUE O pe3yibpTaTe onepanun.(cM. PucyHok 16).

(% CBEP BXO/ BLINOS

Pacwudposanne

o °

@aiin readme. txt.p7e pacwndposan

ECAN 337DY3KE HE HaUANSCH SETOMETHUECKY, DETYMBTET MONHO COXDEHHTS, HEMEE KMONKY HIHE

Pucynox 16 — Coxpanenune pacmndpoBaHHoro ¢aiijia
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Ecnu B manke «3arpy3ku» He MOSBWIICS paciin(pOBaHHBIN (ailfl, ero MOKHO COXPaHHTD

IIPUHYAUTEIIbHO, HA’XKaB KHOIIKY Ckauarnb.

4.9 T[MpocmMmoTp cepTUdUKaTOB 1 3anNpPocoB Ha cepTucuKaTtbl

Jlnst Toro 4toObl MPOCMOTPETH CIUCOK CEPTH(UKATOB M 3alpOCOB Ha CepTU(UKATHL,
ycTaHoBJIEHHBIX B ycTpoiicTBO «VPN-Key-TLS», cienyer Ha BHyTpeHHEH CTpaHMIE yCTpoicTBa
(cM. PucyHok 4) BBIOpaTh MyHKT MEHIO XPAHUJIHIIE CEPTH(HUKATOB.

YroObl MPOCMOTPETh HMEIOLIUECS Ha YCTpOMCTBE cepTHU(UKAThI, oOLMe I BCex
MIOJIb30BATENCH, CIIEAYET B OTKPBIBIICHCS CTPaHMIIE MPOCMOTPA XPAHWJIHINA CEPTHPHUKATOB (CM.
Pucynok 17) naxxatp kHonky OOmme B BepXHEH 4acTu cTpaHuilpl. Eciu TpedyeTcs mpocMoTpeTh

JINYHBIC CepTI/I(bI/IKaTLI HOHBBOBaTeHeﬁ, CJICAYCT HaKaTb KHOIIKY Hepconam,ﬂble.

- Bxopa senonwen: PIN NO1
~ CBEP Buane
BuaHEc-cHeTerel XpaHunuwe ceptudukaTos
XpaHunuue cepTudukaTos o6 n
HacTpofkn TokeHa
@ Pa3nen COREPHUT KOPHEBbIE CEPTHAMKATS 1 CEPTHAMKATSI YOCTOBEPAIDILYX UEHTPOB, JOCTYNHbIE BCEM NONLIOBATENAM TOKEHA. IOCTyNeH NofpoGHsIA NPGCMOTP H CKAUMBAHWE B BHAE HAANDB (*.Cer).
Bee Kopregsie  YLOCTOBEPRIOWAX UEHTDOE  NEpBMYHOND NOAKNINEHNS TpaHCnopTHLIE
KopHesbie cepTUdMKaThI:

CepuiiHsii HoMep Kem Bsigan Kem Buigan SN Cpox pefcTEMA KoMy Bsigax

4e cf BS 9 32 2a 8e 90 43 77 YU KPUNTO-NPO d4e cf 85 c9 32 Za Be 90 43 77 2013.02.11 YU KPUNTO-NPO

ee 78 ec d2 82 b9 ee 78 ec d2 82 b9 2043.02.11

b a e5 fd 46 68 86 49 a0 TecToswid YU 000 "KPANTO-NPO 3b 20 8a e5 fd 46 68 86 49 a0 2018.09.12 TecToswuid YU 000 "KPANTO-NPO

50 f 83 93 0 fa af 393 023.0

B 79 9 9 (3 b9 ad 79 9 b9
77 49 2f 02 48 14 c2 o3 0a 08 77 49 2f 02 48 14 <2 e3 0a 08 2012.04.18
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Pucynox 17 — CTpannua npocMoTpa XpaHIWINIIA cepTHGHKATOB

B pesynbTare MOSBUTCS CTpaHMLA CO CHUCKOM CEpTHU(HHUKATOB TOTO TUIA, KOTOPHIH ObLI
BbIOpaH noJib3oBaresneM. [[ist kaxaoro cepTuguKaTa yKa3bIBaeTCsl €ro CEpUMHbBIN HOMEpP, KEM 1 KOMY
OBLJT BBIZIAH TAaHHBIN cepTU(UKAT U CPOK JeHUCTBUA cepTudukara.

Crucox O6IJ_II/IX CepTI/I(i)I/IKaTOB pasnenéH Ha CJICAYIOIIUC pa3aciibl:

Kopuesbie ceprudukatsl (Bkiaaka «KopHessiey);

Ceptudukars Y1 (Bknaaka «YI0CTOBEPSIONIUX IIEHTPOBY);

Ceptudukarsl  mepBuyHOro  momkimodeHus LS  (Bkimamka — «IlepBudHOrO
MOAKITIOUEHUS» );

— TpancnopTHbIe CepTUDUKATHI.
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CnucoK JIMYHBIX cepTU(UKATOB M 3alIPOCOB Ha cepTudukatsl (cM. PucyHok 18) paznenén na
CJICAYIOUIHNE Pa3/Iebl:
— Ceprudukarsl u 3anpocsl Ha cepTudukatsl D11 u (nm) mmpposanus (Briaagka «I11»);

— Ceptudukatsl 1 3anpockl Ha ceptuduratel TLS (Bknaaka « TLSy).

(% CBEPGw BX0Q BhinonHeH: PIN N1

XpaHunuwe ceptudukaTos

Pucynok 18 — Cnucok JHYHBIX CepTH(PUKATOB U 3aIPOCOB HA CePTUPUKATHI

Jlnig mpocMoTpa eTanbHONU HH(GOpMalUK 0 cepTUPUKATY CIIeIyeT BHIOPATh €r0 B CIIHCKE.

Ha otkpeiBmeiics crpanune (cMm. PucyHok 19) Oyner oroOpaxkena moapoOHast mHpoOpMaIus
10 BEIOpaHHOMY cepTH(UKATY:

—  cepuiiHBIA HOMEp cepTUUKATa;

—  Kpuntorpapudeckuil anropuT™ MOANUCH cepTuduKara;

—  CpOK AeHcTBUs cepTH(UKaTa;

—  JIaHHBIE O TIOCTaBILINKE cepTu(duKara;

—  JIaHHBIE O CyOBEKTe, KOTOPOMY BbIJIaH cepTU(dUKaT;

—  OTKPBITHIH KIItOY CyOBEKTA.
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Bx0g BuInonHen: PIN No1

< CBEP&:

Nanuble ceptudukata

Mocraswmk

Cy6vext

Pucynok 19 — Ilonpodnas nagopmanus no cepTupuraTy

4.10 CoxpaHeHue cepTUMKaTOB M 3aNPOCOB Ha cepTUPUKaTbI

Jlnst Toro 4toOBl 3amucaTth cepTudukar B ¢ain, ciaeayer HaxaTh KHONKYy CkadaTh Ha
CTpaHHIIe MOAPOOHOI HHpOpMaluH 1Mo ceptudukary (cM. Pucynok 19).

AHaNOru4HoO, A7 TOro YTOOBI 3amucaTh 3ampoc Ha cepTudukar B (aiin ¢dopmara Cms,

CIIe/TyeT B CIIMCKE JIMYHBIX CePTH(UKATOB 1 3apocoB Ha cepTudukatsl (cM. PucyHnok 18) ménkayTh

-

3HAYOK , PACIIOJIOKCHHBIH B CTPOKE COOTBETCTBYIOIIETO CepTH(UKaTa WM 3ampoca Ha

cepTu(duKaTt, ¥ B OTKpBIBIIEMCS MEHIO BbIOpaTh MYHKT COXpPaHUTH 3anpoc.

4.11 YpaneHue Kno4yeBOoMu napbl

I[JBI TOr0 YTOOBI YAAJIUTh KIIIOYCBYIO IApy, CIACAYCT B CIIMCKC JIMYHBIX CCpTI/I(I)I/IKaTOB u

[T Y]

3arpocoB Ha ceprudukarel (cM. PucyHok 18) ménkuyTs 3Ha4OK , PacIlOJIOKEHHBII B CTPOKE
COOTBETCTBYIOIIETO cepTU(UKaTa. B OTKpBIBIIEMCS MEHIO CleAyeT BBIOpaTh MYHKT YIAJIUTh
KJIIOYEBYI0 Napy.

Cnenyer wuMeTb B BHAY, 4YTO TNpU YyJaJeHUH KIIOYEBOM mapbl cepTuHUKAT U
COOTBETCTBYIOIIUI 3ampoc Ha cepTH(HKAT Takke OyAyT ynaieHbl. BoccTaHOBIEHHE CEKPETHOTO

KJII0Ya U JaJbHEHIIIee CII0b30BaHue cepTUUKaTa OyJ1eT HEBO3MOXKHO.
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Ha otkpsiBIICHiCS CTpaHUIE C IPEAYNPEKACHUEM O MOCIAEACTBUAX yaaueHus (cM. PucyHoxk
20) cnenayeTr HaXKaTh KHOMKY Y AAJUTh JJIs IOJTBEPKACHHS YAAICHHS WK KHOMIKY OTKAa3aThCst 1)1

OTKa3a OT yAaJICHHA.

(% CBEP Buase Bxop Binonnen: PIN Ne1

Ynanewue

Bol COBMPaETeCh YAINHTD
CEKDETHSIA KNIOY W CEpTHO!
danpHerwWwee HCNONL30Ba:

0C Ha CepTHHMKAT 1 COIRAHHBIA LNA Hero
BOCCTAHOBNEHHE CEXPETHOrO KNIoua i
X CcepTudHKaTos GyneT HEBOIMOKHO.

Pucynok 20 — Ilpexynpexaenne o mocjaeICTBUAX yAAJEHHS KJIOYEBOH MapbI

LA
Ecmu nns xiroueBoil mapbl emé He MOJydeH CcepTH(HKAT, TO HIETKHYB 3HAUYOK ,

PacIIoIOKEHHBI B CTPOKE 3arpoca Ha CEpTU(HUKAT U BHIOPAB MyHKT YAAJMTH KJKYEBYIO Mapy,

MOKHO YJAJIUTD 3aIlIpOC Ha CepTI/Iq)I/IKaT 1 COOTBCTCTBYIOIIYIO KIIFOYCBYIO ITApPy.

4.12 YpaneHue nuyHoro ceptudumkara

Jlig Toro 4TOOBl yNANWTh JMYHBIM cepTU(UKAT, CIEeIyeT HaxaTb KHOIKY YIaJuTh Ha
cTpaHuIle moapoOHOI nHpopMarmu 1o ceprudukary (cMm. Pucynok 19).

CJ'IG,I[yCT HUMCTb B BUY, UTO ﬂanLHeﬁmee HUCITOJIB30BaHUC CepTI/I(l)I/IKaTa 6YJICT HEBO3MOXHO.

Ha OTKpLIBI.HGfICSI CTpaHUIEC C NPCAYIPCIKACHUEM O MOCICACTBUAX YAAIICHUA (CM. PI/ICYHOK
21) crnefyeT HaXaTh KHOIIKY Y IAJUTh JIJ1s IOJTBEPIKICHHS YAaJICHUS WK KHOIIKY OTKa3aThesl s

OTKa3a OT yAaJICHHA.

'-3 CBEPBuane Bxop suinonuen: PIN No1

Yaanexue

Npeaynpexaesne

Bbl COBUPAETECH YAINHTH CapTUdHKaT. anbHeRluee HCNons30BakHHe 3Toro
cepTuduxata Gyaer HEBOIMOXHO.

PucyHnok 21 — TIpeaynpe:xaeHne o MocjieACTBUSIX y1ajieHUsl cepTu(uKaTa

Ha skpane nmostBUTCsI COOOIIEHNE O PE3yNbTaTe ONEpaIHH.
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4.13 N3meHeHue PIN-kopa

Cwmeny PIN-xona cinemyet BBIMOTHATE Kaxable 6 mecsies. [ Toro uroosr uameHutsh PIN-

KOJl CBOEH y4ETHOMW 3aIluCH, CIeAyeT Ha BHYTpeHHeH crpaHuie (cM. PucyHOk 4) BbIOpaTh MyHKT

MeHI0 HacTpoiiku TokeHa.

Ha otkpeiBuIeiicst cTpaHuUIle HAacTpOiKu ycTpoicTBa (cM. PHCyHOK 22) criemyeT HaxkaTh

KHONIKY I3MEeHUTB B IPaBOM YaCTU CTPAHUIBI WK NepelTH 1o cchlike «M3menenune PIN-kona» B

ueHTpaanoﬁ YaCTU CTPpAHHIIBI.

% CBEPE:

Eu3Hec-cHCTEMS!

KpaHnnvue cepTwgraTos

HacTpafiKi Tokena
ORNHCH W NPOBERKH

Miopmauns o6 ycrpoiicroe

TaiimayT cecoum: PIN 1

HacTpoilku ToKeHa

WMamenenme PIN-xoa

No3sonaeT usmeswuTs PIN, 33MP3WWBIEMsIA PH BXORE HA YCTPORCTBO AUIR A3HHOM YHETHOR 3aNHCH, WsMesuTs

Hamenenme PUK-kopa
Wamenuts
No3sonseT uamMesuTs PUK, HCNONb3yeMsii AN RBCCCTaHOBEHMA PIN-KoDa.

YCTAHOBKA TAlMAYTa COCCHM
VeranosuTs
ONpeRenAET BpEMA, N HCTEHEHHH KOTOPOTO HEaKTHBHAR CECCHR PABOTSI € YCTPOACTEOM ByAeT ABTOMATHSECKH NPepBaHa.

FeHepalma KIoues W 33NPOCOB Ha CEPTURHKATS
X Creepuposare
Co3RaET 1a YCTPORCTEE KIM INEKTDOKHOA NOLMVCH, MCTONL3YeMbi ANK NOANKCEHUS, WAGPOBAHNA 1 PACLIMGPOBAHIA QOKYMEHTOB, I KDY

CBA3H TLS W BBITPYKAET KA JUCK 3ANPOC HA CEPTHOWKAT JUNA 3TOFD KNKUA.

VeraHosxa ceprugmxata, COC, KoHEHrypawMW BusHec-cHCTeM

. YCTaHOBHTE

MO3BONAET YCTAHOBATS Ha YCTPOACTED HOBSIE CEPTMBUKETE! YADCTOBEPAIDIIWK UEHTPOB, CTIACOK OTO3BAHKbIX CEPTHGMKATOB (COC) M
KOHQHTYPALIAD GUIHEC-CHCTEM B IANTEDHETE JUNA NDHEMA W NEDENIANH YEDES MNTEDHET (IMHAHCOBAIX JIOKYMENTOB M OTUETHOCTH.
‘YVeraHosKa oBHoBNEHHS

VeTaHOBUTS
Jarpy®aET W yCTaHABNHBAET 0GHOBNEHWE N0 YCTPOACTEA
Knacc CKaM

VeranosuTe

T103BONAET YCTaHOBMS KNBCE CK3M € yuETOM TpeBoBaHIE «TIpABHN NONb30BAHHS

Wrbopmaums of ycTpoRcTae
Wrpopmaunn of ycrpoiicree
Moka3siaeT NoAPOGHYI0 MHIBOPMALWO 06 YCTPOAICTBE, €70 NPOWIBORATENAX, BEPCHI 1 XaNaKTEPHCTHKAX BRYTPeHKera N0

TLS-npakcu
TLS-npokcu
NO3BONAET HACTPOHTE MCNIONL30B3sMeE HTTP-NPOKCH 4NR (BRI N0 TLS

PucyHnok 22 — CTpaHuIa HACTPOIKH yCTPOiicTBa

Ha otkpeBiueiics crpanune wusMmeHeHuss PIN-koga (cm. Pucynok 23) HeoOxoaumo

BBITIOJTHUTD CICAYIOHIUC HCﬁCTBHﬂ:

Brectu netictByrommii PIN-xoz B mosne « Texymuii PIN». Ecniu PIN-kox BBeieH HEBEpHO
3 pasa moapsii, COOTBETCTBYIOIIAS yUETHAS 3aITUCh OJIOKHPYETCHI.
Beectu HOBEII PIN-ko11 B mosie «Howrid PINy. JImuaa PIN-kona nomkaa ObITh paBHA 6
cuMBojaM. JIOMMyCTUMBIMH CHMBOJIAMU SIBJISIFOTCSI QHTJIMMCKUE OYKBBI, TU(PHI |
CITEICHMBOJIEL.

[ToropHo BBecTu HOBBIN PIN-koxa B mone «IloBropute HOBBIN PINY.
[ToarBepauth u3menenne PIN-koga, HaxxaB kHonky M3menuTs PIN B mpaBom HUXHEM

YTy CTPaHMIIBIL.
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~ Bxof asinonues: PIN NO1
¥ CBEPG: "

W3meHeHwe PIN-kopa

MosTopuTe HoBaiA PIN

Pucynok 23 — Crpanunua nsmenenus PIN-kona
B pesynbrate aTux gevicruii PIN-ko Oymet n3MeHEH U OTKPOETCS CTpaHUIla C COOOIICHIEM
00 ycniemrnom u3menennu PIN-kona.

Ecnu HoBelii PIN-KO BBEZIEH HEBEPHO, OTKPOETCSl CTPaHMIIA C cOO0IeHneM 00 olIOKe.

4.14 N3meHeHue PUK-kopna

Cmeny PUK-kona ciietyeT BBIMOTHATE KaXKpie 6 MecsieB. [ Toro yto0bl u3menuts PUK-
KO/ cBOell yu€THOI 3amucw, cielyeT Ha BHyTpeHHel crpanuue (cM. PucyHok 4) BeIOpaTh MyHKT
MeHI0 HacTpoiiku TokeHa.

Ha otkpeIBIIeiicsl cTpaHUIle HAaCTPOWKW ycTpoiicTBa (cM. PucyHok 22) ciemyer Haxarhb
KHONKY I3MeHuTh B IpaBOM 4acTU CTpaHMIIBI WM nepeiiTu no ceelike «M3menenne PUK-kona» B
LHEHTPAJIbHOW YaCTH CTPAHMIIBI.

Ha orkpsiBuieiics crpanune usmenenuss PUK-xoma (cM. Pucynox 24) nHeoOxoaumo
BBITIOJIHUTH CJIEYIOIIUE TeHCTBUS:

Brectu peiictByronuit PUK-kona B mone «Texymmit PUK». B ciiydae Tpéx u 6osiee mombIToK
BBO/1a HeBepHOTO PUK-KOMa OS] HAaUWHACTCS TIEPHO IPUHYIUTEITHLHON 3aIepKKH, 3aBUCS AN
OT KOJIMYECTBA TMPEIbIIYIMX TMONBITOK BBOoAa HeBepHoro PUK-koma moxapsn (Tabmuma 1).
Beenénnplii Teuenue sroro nepuonga PUK-kox Oyaer npuHAT K pacCMOTPEHHIO TOJIBKO MOCIE €ro
OKOHYaHWs. Eciy KOMM4ecTBO MPUHATHIX K PACCMOTPEHHUIO TOMBITOK BBOJa HeBepHOTO PUK-KOMA
noapsn nocturaer 10, nmannas yu€tHas 3amuck OyAeT 3a0JOKMpOBaHa OKOHYATENbHO, U €€

JabHEeNIIee BOCCTAaHOBIIEHUE OyeT HEBO3MOXKHO.
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— Bsecrtu HoBBII PUK-k01 B monie «Hosswiit PUKy. Jlnuna PUK-koaa nomkHa ObITh paBHA
12 cumBonam. JlOMyCTUMBIMU CHMBOJIAMH SIBIISTIFOTCSI aHTJIMHACKHE OYKBBI, HMH(PHI U
CITEIICHMBOJIBL.

— IloBropHo BBecTn HOBbIM PUK-ko1 B nosie «IloBropute HOBBIM PUKY.

— TloarBepauth n3menenue PUK-kona, HaxkaB kHonKy M3mMennTh PUK B ipaBoM HIDKHEM

YTy CTPaHMIIBI.

(% CBEP Buane BX0j BhinonNeH: PIN NO1

Hamenenne PUK-kopa

Pucynok 24 — Crpannua uszmenenusi PUK-kona
B pesynprare stux geidictBuii PUK-kox Oyner HM3MEeHEH M OTKpOETCS CTpaHMLA C
coobmenuem o0 ycrnenrHoM uszmenennu PUK-kona.

Ecnm nosiit PUK-Kk0 BBEZIEH HEBEPHO, OTKPOETCS CTPAHUIIA C COOOIIEHnEeM 00 OITHOKe.

4.15 U3meHeHMe 3Ha4YeHuA TaumayTa

TaiimayT npencrasisieT coboii Bpems mpocTost B padboTte ¢ ycrpoiictBoMm «VPN-Key-TLS», mo
UCTEYEHUH KOTOPOIo COeAMHEHHE OyleT aBTOMAaTUYECKH 3aBEpIIeHO, U Ui JalbHeimeil paboTsl
NI0JIB30BATENI0 OYyAeT He0OXOIUMO IMOBTOPUTH MPOLIEAYPY aBTOpH3anun (cM. paszaen 4.1).

Jlnst Toro 4ToOBI M3MEHWUTh 3HAYEHHWE TalMayTa, CIEAyeT Ha BHYTPEHHEH CTpaHUIIe
ycrpoiicta (cM. PucyHok 4) BeIOpaTh myHKT MeHI0 HacTpoiiku TokeHa.

Ha otkpeiBIICiiCS CcTpaHHIle HACTPOMKH ycTpoiicTBa (cM. Pucynok 22) ciemgyet nepeiitu mo
CCBUIKE «YCTaHOBKA TaliMayTa CECCUW» B LICHTPAJIBHOM YaCTU CTPAHMULBl MM HAXaTb KHOIKY

YcTaHoBUTH ClipaBa OT HEE.
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BXOA BbInonHen: PIN No1

< CBEPS,

V3MeHeHue TaiiMayTa

Pucynok 25 — CTpanuna n3MeHeHHsI 3HAYeHUs TaiimayTa

Ha oTkpbIBIICHCS CTpaHUIle U3MEHEHUS 3HaUeHUs TaiimMayTa (cM. PucyHok 25) HeoOxomumo
BBITMIOJTHUTH CIEAYIOLIUE ICHCTBUS:
— BBectu HOBOE 3HaueHHe TailmayTa B MUHYyTax B mnoiie «HoBoe 3HaueHue TaiimayTay.
3HaueHue TaiiMayTa MOXKeT OBITh YCTaHOBJIEHO B Tipeaenax oT 1 qo 60 MunyT.
— IloaTBepAnTh M3MEHEHUE 3HAUEHHUS TaillMayTa, Ha)KaB KHONKY YCTAHOBHUTb B IPABOM
HUKHEM YTITy CTPAHULIBI.
B pesynbrare 3Tux nelcTBUi 3HaUeHHE TaliMayTa OyJeT U3MEHEHO, B OTKPOETCSI CTPAHUIIA C

coo0111eHrneM 00 YCIIEITHOM 3aBEpIICHUN OTepaliu.

4.16 NeHepauusa KnoYeu 1 3anpocoB Ha cepTUdUKaTbl

CK3U «VPN-Key-TLS» mo3BomsieT co3aaBaTh KJIFOYU dJIEKTPOHHOM MOANUCH | Kirouun TLS,
a TaKoKe 3arpockl Ha cepTUUKATHI 11 HUX. Ha ycTpoiicTBe MOXKeT HaXOIUThCsl OJJHOBPEMEHHO HE
Oosee 16 3ampocoB Ha cepTU(HUKATHI TSl KIIFOYEH AIEKTPOHHOW MOANUCcH U He Oosiee 16 3ampocoB
Ha cepTUUKATHI JIs Kiroueid TLS.

Jli1 co3aHus KItouel 2JIEKTPOHHOM MOJINCH CIIElyeT Ha BHYTPEHHEHN CTpaHUIE yCTPOMCTBa
(cMm. PucyHok 4) BeiOpats myHKT MeHI0O HacTpoliku TokeHa.

Ha otkpbiBIIeiics cTpaHuUIle HACTPOMKH ycTpoicTBa (cM. PUCYHOK 22) TepeiTH Mo CChLIKE
«I'enepanus Kiaro4el M 3apOCOB Ha CEPTUGUKATH» B LIEHTPAIBbHONW YaCTH CTPAHUIIBI WM HaXaTb
kHONKY CreHepnpoBaTh clipaBa OT He€.

MoOXHO Takxe BBIOpaTh MYHKT MEHIO XpaHWJIUINE CepTH(HUKATOB, HaXaThb KHOIKY

Iepconanbubie (cM. Pucynok 17) u 3atem Haxath kKHONKY C031aTh.
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Ha oTkpbIBIIEHCS CTpaHUIE TEHEpAalUU KIIOYEH DIICKTPOHHOH IMOJIMUCH W 3alpoCcOB Ha
ceprudukarel (cM. Pucynok 26) ciemyer BbIOpaTh THIT Biajeiiblia CepTUHKATA: FOPUIMUCCKOE
JUI0, YIOJHOMOYEHHOE JIMIO IOPUAWYECKOro JIMIA, (PU3MUYECKOE JIUIO WIM HHIUBUIYaTbHBINA
peIPUHIMATET.

Jlanee HEOOXOIMMO BBECTH B COOTBETCTBYIOIIHE ITOJIS JJAHHBIC OPTraHU3aIUU U (UJTH) TaHHBIC
MoJIb30BaTeNsA, BBIOpaTh TN 3ampamuBaemoro ceprudukara (DI, mmdpoBanus wim TLS) u
QITOPUTM JIEKTPOHHOU TOITHICH.

3areM cleayeT MOATBEPAUTH JaHHBIC, HAKaB KHONKY CreHepuMpoBaTh B IIPABOM HIIKHEM

yri1y CTpaHUIBbI.

BepHyTeCA

MeHepauua KNioyei 1 3anpocoB Ha cepTuduKaTol

BHumaTENbHO sanonkWTe sce nonA. OHn ByayT MCNONB30BaHE NP M3TOTOBNEHMK CEPTUGKMKETA

Mokasateece nons  HOp. nvuo  YNoNHOMOYEHHOE NMUO FOp. Mua O3, Nnuo un
*CoKpalwésHoe HassaHue [CN] npanep: MAQ "CEPg"

MonHoe nassanwe [0 npumep: MAOD "CheperarencHoin Bank Pocowicrorn degepaym”
Crpaa [C]: RU

PeruoH [S]: npumep: 01 PecnyGnuea Agwsres (Ansiren

HacengHHbIA myHKT [L]: npumep: ASasa

Anpec [STREET]: npumep: 101000, yn. Nexuxa o1

OrPH [OGRN]: npumep: 1001122334567

OrPH MM [OGRMIP]: npumep: 321770000123456

WHH s, nuwa [INN]: npumep: 770125252557

WHH rop. mmua [INNLE]: npuMmep: 7707083893

amunma [SN]: npumep: MeaHoe

Wma v otyecTso [G]: npuMep: Vean Mropesud

Mogpasnensqwe [OU]: NPUMED. NPOMSBOACTEEHHLIA OTAEN

NomwHocTs [T]: NPUMER: CTAPLIMA MEKSHED

CHMIC [SNILS): npumep: 006514000000

Afpec 3NeKTPOHHCOH NouTe [E]: npymep: Ivanovil@mail.ru

WaoenmudurkaTop BrkpunT: HE 3anonHATE H83 HeoGogUMocTI

3anpalunBaeMbii TR O CepruduraT 3N UK WWHposaHua

cepTHhrkaTa: SZPELUMTE KCNCNE30EaHME ONA 3NSKTRORHOI Noan

O CepTudmkaT TLS

Pucynox 26 — I'enepanust K;1o4eii 1 3anpocoB Ha cepTHGHKATHI
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Ecnm Ha ycTpoiicTBe yxe nmeercs 16 3anmpocoB Ha cepTudukaThl BiOpanHoro Tuna (D11 niun
TLS), Ha 3xpaHe MOHUTOpA MOSBUTCSL COOOIIEHHE O HEBO3MOXHOCTU CO3J]aHHsI HOBOT'O 3alpoca Ha
ceprudukar. HeoOxoauMo mpenBapUTENbHO YIAIHTh OJUH M3 YK€ HMEIOIIMXCS 3allpoCOB Ha
ceptudukats (cM. pasaen 4.11).

B pesynbrare 3THX aedcTBUIl OyAyT cO37aHbl KJIIOYM M COOTBETCTBYIOIIMN 3ampoc Ha
ceptudukar, KOTopblil OyAeT nomeéH B Buje (aiiia ¢ paciiupeHrueM .CMS B anky «3arpy3Kun», u

OTKPOETCS CTPAHUIIA C COOOIICHHEM 00 YCICITHOM 3aBepiicHun onepanuu (cM. PucyHok 27).

. Jarpyaxu Boa - P
~3 CBEP Buane

BepiyThca

FeHepauus knioYel U 3anpocoB Ha cepTHdMKATBI

WrhopHaLa of yCTpoicTe

3anpoc co3gaH

ECTM 32TDY3KA HE HAHAN3CH ABTOMATHSECKsH, DE3YISTAT MOKHO COXPAHMTS, HAXKAB KHOIKY HIDKE.

Pucynox 27 — CoxpaneHnue 3anpoca Ha cepruduxat II1 B Buse ¢aiina

Ecnu B manke «3arpy3ku» He MOSIBUICS (aii ¢ paciiupeHueM .CMSs, 3ampoc Ha cepTudukar
MOKHO COXPaHHUTb NPUHYAUTCIIbHO, HAa’)KAB KHOIIKY Ckauartb. O10T (baﬁn CJICOYCT NepcaaTh B
YIOCTOBEPSIOIINI LEHTP.

Jly1s pa®oThI € 3anIpocamMu Ha CepTUPHUKATHI MOKHO IMEPENHTH Ha COOTBETCTBYIOILYIO

CTpaHMIly, HaXaB KHONKY B xpanu/uine.

4.17 Co3gaHMe HOBOro TpaHCNOPTHOro ceptudukara

Jlnst co3maHMs HOBOTO TPAaHCIOPTHOTO cepTU(dUKara cielyeT Ha BHYTPEHHEH CTpaHule
ycTpoiicTBa (cM. PucyHok 4) BbIOpaTh MyHKT MeHIO XpaHUJIUIIE CepTH(UKATOB.

B oTkpeIBIICIiCS cTpaHuIle MpOoCcMOTpa XpaHuiuia ceprudukaron (cMm. Pucynoxk 17) cnegyer
HaxaTh KHONKY Co031aTh B IPaBOM BEPXHEM YIJIy CTPAHMIBI M B OTKPBIBIIEMCS MEHIO BBIOpATh
nyHKT HoBBI TpaHCNOPTHBINA cepTH(UKAT.

CrnenyeT UMeTh B BUAY, UTO B CIIy4ae CO3JaHMsI HOBOTO TPAHCIIOPTHOIO cepTU(UKaTa CTaHET
HEBO3MOKHOM YCTaHOBKA CEpTU(HUKATOB JJIsl BRITPYKEHHBIX paHEe 3alpOCOB.

Ha otkpsiBHIelics cTpaHUIle C NPeAyNpexIeHHEM O TOCIEJCTBUAX CO3JaHUS HOBOIO
TpaHCHOPTHOTO cepTudukara (cM. Pucynok 28) cienyer Haxarh kHOnKy CreHepupoBaTh Uis
HOJATBEPAKIECHUS CO3/IaHMsI HOBOI'O TPAaHCIOPTHOIO cepTHduKara Miau KHONKy OTka3aTbes Ui

OTKas3sa.
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(%) CBEP Buane

leHepauwa 3aNpoca Ha TPAHCNOPTHBIMA CEPTHHUKAT

NpenynpexaeH1e

BHUManve! MPH CO3EHUN HOBOTO 3aNPOCa Gy/ET YTePAHE BOSMOXHOCTS
YCTAHOBHTD CRPTUMKAT AN NPERLIAYLLErD BbirPYXEHHOD 3aNPOca.
Npoaon®uTs?

Pucynok 28 — IIpexynpesxaenne o NocjJeACTBUAX CO3IaHNsI HOBOTO TPAHCHOPTHOI0 cepTHdUKATA

4.18 Co3paHue HoBOro cepTudmkara nepBUYHOIro NOAKIHOYEHUS

Jlnist co3maHusi HOBOTO cepTU(UKATa MEPBHYHOTO MOJIKIIOUEHUS CIIEAyeT Ha BHYTpPEHHEH
cTpaHule ycrpoictBa (cM. PucyHok 4) BeIOpaTh MyHKT MEHIO XPaHUJIMIIE CePTU(PHKATOB.

B oTkpsiBLIElCS CTpaHUIE TPOCMOTpPA XpaHWIKIIA cepTUPHUKATOB (cM. Pucynok 17) cienyer
HaxaThb KHONKY Co31aTh B IIPaBOM BEPXHEM YIJIy CTPaHMLBI M B OTKPBIBILIEMCS MEHIO BbIOpaTh
nyHKT HoBblii cepTuUKaT NepBUYHOIO MoakJ0o4YeHus TLS.

Crnemyer UMeTh B BUJY, UTO B CIIy4ae CO3JIaHUS HOBOT'O TPAHCIIOPTHOTO CEPTH(HKATA CTAHET
HEBO3MOXKHOH YCTaHOBKA CepTU(UKATOB IS BEITPYKEHHBIX paHee 3alpOCOB.

Ha otkpsiBHIelics cTpaHUIle C NpPeAyNpexIeHHUEM O TOCIEACTBUAX CO3/JaHUS HOBOIO
TpaHCHOPTHOTO cepTudukara (cM. PucyHok 29) cienyer Haxarh kHonky CreHepupoBaTh [Uis
MOJTBEPK/ICHUS] CO3/IaHMsI HOBOTO TPAaHCIOPTHOTO cepTH(HKara uiu KHONKY OTKa3aTbes Uis

OTKasa.
Bxop BeinonHen: PIN Ne1

(% CBEP buswe

leHepaumMa 3aNpoca Ha CepPTUOMKAT NEPBUYHOIO NOAKNIOYEHNA

Npenynpexaexne

BiWMakue! DY CO3RHAM HOBOTD 33NPOCa BYAST YTEPAHA BOIMOXHOCTE
YETZHOBMTS CEPTHOMKAT ANA NDEASILYILET BLIFPYKEHHOMO 3aNDOCa.
MPORONKHUTS?

Pucynox 29 - IlpenynmpexaeHne O MOCTEICTBHAX CO3TAHHS HOBOTO cepTHQUKATA TEPBHYHOTO

noakJaroyenus 1LS
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4.19 YctaHoBKa cepTudukaTa

CK31U  «VPN-Key-TLS»  mo3BoyiieT  yCTaHOBUTH  CepTU(HKATBI,  BBIJAHHBIC
YAOCTOBEPSIOIIUM LIEHTPOM [0 paHee CO3/JaHHBIM JaHHBIM YCTPOHCTBOM 3alpocaM Ha
cepTU(HKATHI, a TAK)KE HOBbIE CEPTU(UKATHI yIOCTOBEPSIOMINX LIEHTPOB.

JInst ycTaHOBKH cepTudHKaTa ClieyeT Ha BHYTPEHHEH cTpaHulie ycTpoicTsa (cM. PucyHok 4)
BBIOpaTh MyHKT MeHIO HacTpoliku TokeHa.

Ha oTkpsiBIICHCS CTpaHHIIE HACTPOMKU YCTpOKCTBa (CM. PucyHok 22) ciemyeT nepeiT mo
ccpuike «YcranoBka ceptudukara, COC, koHpurypanuu OU3HEC-CUCTEM» B IEHTPAIbHOW YacTH
CTpaHHULbI UJIM HAJKaTh KHONKY YCTAHOBHMTB CIIPaBa OT HEE.

Ha otkpsiBLIeiics cTpanuiie ycranoBku cepTudukaroB, COC, koHpurypauuu Ou3Hec-cucTem
(cm. Pucynok 30) crieiyer BBIOIHUTD CIIEAYIOIINE ICHCTBHSL:

— Haxatp kHOnIKY BbIOepuTe 1 BbIOpaTh (aits ¢ cepTuukaToM, KOTOPHI HEOOXOIUMO
ycTaHOBUTh. (MOXHO Takke C MOMOIIBIO MBIIIU MepeTauTh Gailn ¢ cepTudukarom,
KOTOPBIA HEOOXOIMMO YCTaHOBUTD, B 00JIaCTh, 3aKPAIICHHYIO JKEITHIM IIBETOM. )

— IloarBepauth BHIOOP, HaXaB KHONKY Y CTAHOBUTB B IIPABOM HM)KHEM YTJIy CTPAHUIIBI.

(% CBEP Buane Bxop suinonmen: PIN N1

YcraHoska cepTudukata, COC, koHdurypaumu bBusHec-cuctem

0 Ha BaWeM KOMNLIOTEpe

Pucynox 30 — Ycranoska ceprudukara, COC, koHpurypauuu 6u3Hec-cucreMm

B pesynbraTte 3THX AeWCTBUI BHIOpaHHBINA cepTU(UKAT OyIeT YCTAaHOBJIEH M MOXET ObITh B
JAIbHENIIIEM HCITI0JIb30BaH MPU BBIPAOOTKE 3JIEKTPOHHOM MOANKCH WM OpraHU3alluu 3alUIIEHHOTO

TLS-coennHeHus B 3aBUCUMOCTH OT OTPaHUYEHHH, YCTAHOBJICHHBIX YAOCTOBEPSIOIIUM IIECHTPOM.
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4.20 YctaHoOBKa KOHcurypaumm 6usHec-cuctem

CK3U1 «VPN-Key-TLS» mo3BojsieT YyCTAaHOBUTH HOBBIA CIUCOK OM3HEC-CHCTEM, KOTOpPBIC
OyIyT JOCTYIHBI OJIB30BATEINIO.

Jlnst ycTaHOBKM KOH(UTypauuu OW3HEC-CHCTEM CIIeAyeT Ha BHYTPEHHEH CTpaHuIe
ycrpoiicTBa (cM. Pucynok 4) BeiOpath myHKT MeHi0 HacTpoiiku TokeHa.

Ha oTkpsiBIICHCS CTpaHHIIE HACTPOMKU YCTPOKMCTBa (CM. PucyHok 22) cienyeT nepeiT mo
ccpiike «YcraHoBka cepTudukara, COC, koHpurypanuu OuzHec-CUCTEM» B LIEHTPAJIbHOM YacTu
CTPaHMUILbl MJIM HAXKATh KHOIIKY Y CTAHOBUTB CIIpaBa OT HEE.

Ha otkpsiBiieiics crpanune ycranoBku ceprudukaros, COC, koHpurypamnnu 6usHec-cucteM
(cM. Pucynok 30) He0OX0MMO BBIIOTHUTH CIEAYIOLIUE ICHCTBUS:

— Haxarp xnomky BbiGepuTe u BbIOpaTh (Qaiin ¢ koHpurypamueit Ou3Hec-cucTeM,
KOTOPYI0 HEOOXOAMMO YCTaHOBUTH. (MOXKHO Takke C MOMOIIBI0O MBIIIK MEPETAIIUTh
¢aiin ¢ koHpuUryparueit 6u3Hec-cucTeM, KOTOPYIO HEOOXOAUMO YCTaHOBHUTb, B 00JIaCTh,
3aKpaIICHHYIO JKENTHIM I[BETOM. )

— IloarBepauTh BEIOOpP, HAXKAB KHOMKY Y CTAHOBHTH B IIPABOM HW)KHEM yTITy CTPAHHIIBI.

B pesynbraTe aTHX elcTBUI BbIOpaHHas KOHPUrypalus On3Hec-CUCTeM OyIeT yCTaHOBJIEHA
U TpH clefyomeM mnoakmoueHun K ycrpoictBy «VPN-Key-TLS» B neHTpanbHO#l dYacTu
BHYTpPEHHEH CTpaHuIbl ycTpoiicTBa (cM. PucyHok 4) OyneT oToOpaskeH HOBBINM CIHCOK OW3HEC-

CHUCTEM.

4.21 YctaHOBKa cnuckKa oTo3BaHHbIX cepTucukaToB

CK31 «VPN-Key-TLS» mno3BosisieT yCTaHOBUTH BBIJAHHBIA YJOCTOBEPSIOIIMM LIEHTPOM
CIHMCOK OTO3BAaHHBIX CEPTHU(PHUKATOB.

JUisi yCTAaHOBKM CIIMCKA OTO3BAaHHBIX CEPTU(UKATOB CJlEAyeT Ha BHYTPEHHEH CTpaHMIe
ycrpoiicta (cM. PucyHok 4) BeIOpaTh MyHKT MeHI0 HacTpoiiku TokeHa.

Ha oTkpeiBIIEiicS cTpaHHIle HACTPOWKH ycTpoiicTBa (cM. PucyHok 22) criemyet nepeiitu mo
ccbuike «YcraHoBka ceptudukara, COC, koHpUrypanuu OU3HEC-CUCTEM» B IIEHTPaAJbHOW 4acTH
CTPaHHULbI UM HAKATh KHONKY YCTAHOBHMTDb CIIPaBa OT HEE.

Ha otkpsiBLIeiics cTpanule ycranoBkH cepTudukaroB, COC, koHpuUrypauuu Ou3Hec-cuCTeM
(cM. Pucyrnok 30) He0OX0 MO BBITIOIHUTH CIIEAYIONTUE ICHCTBUS:

— Haxarp xHonKy Bei0epure;

—  BriOpats (aiin ¢ pacmmpenuem .Crl, KOTopsIii HEOOXOIUMO YCTaHOBUTH;

— IloaTBepauTs BbIOOp, HAXKAB KHOTMKY Y CTAHOBHUTD B MPABOM HIKHEM YTIIy CTPAHUIIBI.
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MOXHO TakKe ¢ MOMOIIBI0 MBIIM IepeTamuTh (aitn ¢ pacmmpenuem .Crl, KoTOpbIi
HE00XO0IMMO YCTaHOBUTh, B 00J1aCTh, 3aKPALIECHHYIO JKEITHIM [[BETOM.

B pesynbrare 3THX [eHCTBHMII BBIOpaHHBIM CHHCOK OTO3BaHHBIX cepTU(UKATOB Oyner
YCTQHOBJIEH M B JaJbHEHIIEM WCIONb30BaH MPH BBIPAOOTKE D3JICKTPOHHOM MOINUCH WU

opraHuzaruu 3anminéaHoro TLS-coequnenus.

4.22 YcTtaHOBKa O6GHOBMEeHUsi NporpaMmMHOro obecneyeHus

Bcerpoennoe mnporpammuoe obecneuenune ycrporcrBa «VPN-Key-TLS» wmoxker ObITh
00HOBIIEHO. [[y1s1 3TOr0 HEOOXOIMMO TOTYUHTH (aiin ¢ ooHoBIeHUEM [10.

st ycranoBku obOHoBieHus 1O ciemyer Ha BHYTpEHHEW CTpaHHIE YCTPOMCTBA (CM.
PucyHok 4) BeiOpath MyHKT MeHI0O HacTpoiiku ToKeHa.

Ha oTkpsiBiIEHiCS cTpaHMIle HACTPOMKHU ycTpoiicTBa (cM. PucyHok 22) cnemyer nepeitu mo
CCBUIKE «YCTaHOBKAa OOHOBIJICHHS» B IIEHTPAIBHON YaCTH CTPAHMIBI WM HaKaTh KHOIIKY
YceTaHOBHTH CIIpaBa OT HeE.

Ha otkpeiBuIeiicss cTpaHulle yCTaHOBKM O0OHOBieHHS (cMm. Pucynok 31) nHeoOxomumo
BBIMIOJIHUTH CIEAYIOLIUE ICHCTBUS:

— Haxare kHOmky BbiGepuTe u BbIOpaTh (aitn ¢ oOHoBiaeHWeMm (*.fw), KoOTOpBIi
HE00X0/MMO YCTaHOBUTh. (MOXXHO Takke C MOMOILIBIO MBIIIM MepeTauuTh ¢ailn ¢
pacimpenueM .fw, KOTOpbIii HEOOXOJMMO YCTaHOBHUTH, B 00JIaCTh, 3aKpAICHHYIO
KETTHIM LIBETOM. )

- HOI[TBCpI[I/ITI) BLI60p, Ha’XaB KHOIIKY YCcTaHOBHTH B IMpaBOM HUIKHEM YTJIY CTPAaHUIIBI.

Bxop suinonuen: PIN No1

< CBEPS,

YcraHoska o6HosneHus MO ycTpoiicTea

Pucynok 31 — YcTaHoBKa 00HOBJIEHHS
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B pesynbTaTe 3THUX neicTBU BEIOpAHHBIN (haiil KOMMUPYETCS B YCTPOKWCTBO M MTPOBEPSIETCS HA
MOVIMHHOCTH. B miporiecce ooHoBneHus [10 Ha ycTpoicTBE ropsT 3€JIEHBIN M KPACHBIN CBETOHO/IBI.

Heo0xoanMo nokaaTbecss OKOHYAaHUS Ipoliecca KonupoBaHus (aiina ¢ o0HoBIeHHEM (cM. PucyHok

32).

'-‘1 CBEP Buaxe Bxo/l Buinonsen: PIN NO1

YcraHoeka o6HoBnenus MO ycTpoiicTea

XPHATHULE CEPTHOWKATOR

HacTpofiku Tokena

Pucynok 32 — IIpouecc kKonupoBaHUs 0OHOBJIEHUS

B cnyuae ycnenrHoro mpoXoXKACHHS IMPOBEPOK OOHOBJICHHE BCTPOCHHOTO MPOTPAMMHOTO
obecrieueHuss Oyner ycrtaHoBieHo. [lo OkOHUaHWUW Tmporecca OOHOBJIICHUS CBETOIUOMBI HA
YCTPOICTBE MOTacHYT, Ha CTPaHUIIE YCTAHOBKM OOHOBJICHHS IOSBUTCS COOOIIEHHE O TOM, UTO
obHoBieHre ycraHoBieHo (cMm. Pucynok 33). VYcrpoiictBo «VPN-Key-TLS» cranoButcs

HCOOCTYITHBIM.

(% CBEP Burec Bxon mwinanven: PIN NOL

YcraHoska o6Hosnenua MO ycTpoitcTea

PAHMNMUE CEPTUMKATOR

OGHOBNEHUE YCTAHOBNEHO.
YcrpoicTeo Byaet nepesarpyxeHo

Pucynox 33 — Coobuienue o npouecce ooHosienust 11O

Jis mponoimkeHus paboThl C YCTPOMCTBOM HEOOXOJUMO MOBTOPUTH MPOLEAYPY €ro
HOJKITF0UEHUs (CM. pazaen 3.2).

Ecnu momydeHn otrpuuarenbHblii pe3yibrar mnpoepku Il oOnosnenus 1O, mosButcs
coobmienue o0 ommubOke. B 3ToM ciyyae HeoOX0IMMO OOpaTUTBCA B CIIykOy HOIACPKKU JUIs
noytydeHust KoppektHoro oonosnenus [10.

Ecnu B pouiecce o6HoBieHus [10 npousomén c6oii, Ha ycTpoiCcTBE OyIeT rOpeTh KpacHbI

cBeToanoA. B aTom ciydae Takke HE00X0AUMO 00OPATUTHCS B CIY KOy MOIIEPIKKH.
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4.23 lMpoBepka LENOCTHOCTU BCTPOEHHOro  MPOrpamMMHOro
obecneyeHud

CK3U1 «VPN-Key-TLS» mo3Bonsier yOeauTbcs B TOM, YTO BCTPOCHHOE IPOTrpaMMHOE
o0ecrnieyeHre He MOBEPrioch HECAHKIIMOHUPOBAHHOMY U3MEHEHMUIO.

His ycranoBku oOHOBieHus [1O crmegyeT Ha BHYTpEHHEH CTpaHUIE YCTpoicTBa (CM.
Pucynok 4) BeiOpath myHKT MeHi0 MH(opmanus 00 ycTpoiicTBe WM Ha CTPaHHIIE HACTPOUKH
ycrpoiicTBa (cM. Pucynok 22) mepeiiti 1o cebuike «Mudopmarius 00 ycTpoicTBe» B IEHTPAIbHOM
YaCTU CTPAHUIIBI WM HaxaTh KHONKY UH(opManus 06 ycTpoiicTBe cripaBa OT HeEE.

3aremM Ha OTKpBIBIICHCS cTpaHule nHpopmanuu 00 ycrpoictse (cMm. PucyHok 34) cremyer
nepenTu no cebuike «PaccuntaTh» B cTpoke «PaccunTanHas KOHTpoOJIbHAs cymMmma BecTpoeHHoro [10»

HJIN B CTPOKEC «PaccunTannas KOHTPOJIbHAA CyMMa «Start.exey.

’-7/ CBEPGusse Bxop sbinonHeH: PIN Ne1

BUIHEC-CUCTEMbI
WMHdopMaums ob ycTpoicTee

XpaHNIMLE CepTHGHKATOR

HacTpofiku Toxea
Paspaorums 000 ©HpMa «MHdoKpunTs

Momnucw w NposepxM 68, (435)763-78-69

Wndopmauwa o6 ycrpocTee

Bepcus BcTpoeHHoro M0: 550.265 (1C0_T3250000L_C1_ VTSSOHTS)

Cepuitbin HoMeD: TST001471470

3TanoHHaA KOHTPONbHAA CyMMa BCTPoeHHOTo NO: 9 BE 55 30 6D 70 F1 7E 66 91 FB FC 9 C9 02 C4 1D 91 CD 50 82 DC 68 AE 7A C 'C €0 3B B3 B2 35
PacCUMTaHHAR KOHTDONLHAR CYMMa BCTPOEHHOra NO: PaccunTate

ITANOHHAR KDHTPONEHAR CyMMa “Start.exe”: 30 C1 87 9F 80 70 86 99 98 57 79 40 01 3F 43 90 C4 C3 92 F9 1F 36 66 BB 14 DF FB 73 9 B0 51 68

10:23:41 06.04.2023
A3bik wHTEpOEAC Pyccxii

CHEHNTE A3bIK: Pycckuii

3asepuwurs pabory HTTP-cepsepa

Pucynox 34 — Undopmanust 06 ycrpoiicTse

B pesynbrate B cTpoke Tabnuubl «PaccuntaHHas KOHTpOJibHas cymMma BcTpoeHHoro I1O»
MOSIBUTCSI 3HaYCHHE KOHTPOJIbHOM CyMMBI BCTPOEHHOTO IPOrpaMMHOr0 OOECIeueHus, a B CTPOKE
«PaccuntanHass KOHTpOJbHasg cymma «Start.exe» TMosSBUTCS 3HauY€HHE KOHTPOJBHOM CyMMBI

npuIIoKeHus Start.exe, paccunTaHHbIe B JaHHBIII MOMEHT BpeMeHH (cM. Pucynok 35).
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(% CBEP Busne Bxon sbinonweH: PIN NeL

BU3KEC-CHCTEMBI

Wndopmauma ob ycTpoiictee

XpanuHiLe cepTuduKaTon

HacTpoftkw Torera

MlognwcH M NpaBepKA

WrbopMaLMA 06 yCTPORCTEE
Mpow3sopuTens:

Bepcua BCTpoEHHOrO MO: 550.265 (1C0_T3250000L_C1_VTSS0HTS)
CepitHeit Homep: TST001471470

9 BE 55 30 6D 70 F1 7E 66 91 FB FC 9F C9 02 C4 10 91 CD 50 82 DC 68 AE 7A €7 7C €O 38 B3 82 35

9E BE 55 30 6D 70 F1 7E 66 91 FB FC 9F C9 02 C4 1D 91 CD 5D 82 DC 68 AE 7A C7 7C CO 38 B3 62 35
ITANGHHAR KOHTPONEHAA CYMMA “STArt.exe 3D €1 B7 9F 80 70 B6 99 98 57 79 40 01 3F 43 90 €4 €3 92 F9 1F 36 66 BB 14 DF FB 73 9 80 51 68

PaccuMTaHHaR KOHTDONLHARA CyMMa "Start.exe” 30 €1 87 9F 80 70 86 99 98 57 79 40 01 3F 43 90 C4 C3 92 79 1F 36 66 BB 14 DF FB 73 9 B0 51 68

10:23:4106.04.2023
RA3bik wHTepdefica: Pycexiit

CMERUTE A3BIK Pyccrmi -

3anepumTs paory HTTP-cepaepa

Pucynok 35 — PaccuntaHHbIe KOHTPOJbHBIE CyMMbI

Ecnu 3nauenue B crpoke «Paccuntannas KoHTposibHast cymma BctpoeHHoro [10» coBnagaer
CO 3HAUEHUEM B CTpOKe «ITaJlOHHAsi KOHTpOJbHAas cymMMa BcTpoeHHoro IIO», To BcTpoeHHOE
IporpaMMHO€E oOecriedeHre He MOABEPraioch HECAHKIIMOHUPOBAHHOMY M3MEHEHHI0. AHAJIOTHYHO,
€CJIM 3HaueHue B CTpoke «PaccuntanHas KOHTpOJIbHAsS cymMa «Start.exe» coBnaaaer co 3HaYeHHUEM
B CTPOKE «DTaJOHHAs KOHTPOJIbHAS cymMmMa «Start.exe», To mpuioxeHue Start.exe He moaBepraioch

HCCAHKIIMOHWUPOBAHHOMY U3MCHCHUIO.

4.24 YctaHoBka knacca CK3U

st Toro uto6s! ycraHoBUTh Kiace CK3U, cnenyer Ha BHYTpeHHEH CTpaHMIE YCTpoOicTBa
(cMm. PucyHok 4) BeiOpath myHKT MeHI0O HacTpoiiku TokeHa.

Ha otkpeiBiieiics crpanuiie (cM. Pucynok 22) cnenyer nepeiitu o cebuike «Kmace CK3M»
B IICHTPAJILHON YaCTH CTPAHUIIBl WIIM HAKATh KHOTIKY Y CTAHOBHUTH CIIpaBa OT Heg.

Ha otkpeiBmieiics crpanune ycraHoBku kinacca CK3U (cM. Pucynox 36) HeoOxoaumo
BBITIOJIHUTH CJIEYIOIIUE TeHCTBUS:

—  BriOpats kimace CK3MU.

— Haxarp kHONKY Y CTaHOBHMTB B IPaBOM HHUKHEM YTIJIy CTPAHHMIIBI.
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Bxop BbinonHen: PIN NO1

(% CBEP Busne

YcraHoska knacca CK3U

Pucynok 36 - Ctpanuna ycranoBku kiacca CK3U

4.25 Ucnonb3oBaHue HTTP-npokcu pna ceasm no TLS
Jliga toro 4yrtoObl HacTpouTh ucnosb3oBanue HTTP-npokcu cepsepa mist cBsizu no TLS,
HEoOXOUMO Ha BHYTpPEHHEW cTpaHuie ycrpoiictBa (cM. PucyHok 4) BbIOpaTh IMYyHKT MEHIO
Hacrpoiiku TokeHa.
Ha otkpsiBiueiics ctpanune (cM. PucyHok 22) cienyer nepeitu no cepliike « TLS-nmpokcu» B
[EHTPAILHOW YaCTH CTPAHUIIBI WIIM HAXKaTh KHONKY | LS-mpokcwu cripaBa ot He€.
Ha oTkpbIBIICiics cTpaHuIle HACTpOiKu ucnoib3oBanus HT TP-nipokcu (cM. Pucynok 37) st
ucnonb3oBanust HT TP-npokcyn HE06X0AMMO BBINOJIHUTG CAEyIOINeE 1eHCTBUS:
— VYcranoButh ¢naxok «McnonszoBats HT TP mpokcn».
— B none «Anpec» ykazare agpec HTTP-nipokcu cepsepa
— B none «ITopt» yka3ate Homep nopta HT TP-ipokcu cepsepa.
— Ecnu Ha npokcu cepepe HEOOXOANMMO ayTEHTU(UIIUPOBATHCS, YCTAHOBUTH (PIIaYKOK
«AyTEeHTUPUIIMPOBATHCS HA MPOKCH» U BECTH B COOTBETCTBYIOIIUE MO JIOTUH U
napoJb, ISl ayTeHTU(QHUKAIIMN Ha TPOKCH CEpBEpE.

— Haxatp kHONKY COXpPaHUTH HACTPOIKH B IIPABOM HUKHEM YTIIy CTPAHHULIBL.
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~ Bxof asinonmnes: PIN NO1
¥ CBEPG. "

TLS-npokcu

Pucynok 37 — Ctpanuna Hactpoiiku ucnojb3oBanusi HTTP-npokcu

Jigs Toro 4ytoObl OTKIOYUTH Hcnonb3oBaHue HTTP-npokcu, HEOOXOAMMO BBIIOIHUTH
ClIeAyIoUIe AeHCTBUS:
—  CHarp pnaxok «Mcnons3zoBate HT TP mpokcuy.

— Haxatp kHONIKY COXpAHUTBH HACTPOIKH B IIPABOM HUKHEM YTIIy CTPAHHULIBL.

4.26 TMpocmoTp nHcpopmauum ob ycTtpoucrtee

Jlnst moy4yeHus: HHPpopMaIuu o0 yCTpolcTBe cienyeT BbIOpaTh MyHKT MeHto UHpopmanus
00 ycTpolicTBe WM Ha CTpaHMIIE HACTPOWKH ycTpoiicTBa (cM. PucyHOk 22) mepelTH mo cchlike
«MHdpopmanus 00 ycTpoicTBe» B IEHTPAIbHON YAaCTH CTPAHUILIBI MM HaxaTh KHONKY UH(opmanus
00 ycTpoiicTBe cripaBa OT HEE.

Ha otkpsiBiieiics crpanune uHGOpManuun o6 ycrpoiictBe (cMm. Pucynokx 34) Oyzer
oTtoOpakeHa cienyronas HHGopMarus:

— HWudopmanus o pa3paboTyrke ycTponcTBa.

— HMudopmanus o npou3BogUTeNEe YCTPOUCTBA.

— Bepcus ycTaHOBIEHHOTO Ha YCTPOICTBE MPOTPaMMHOTO 0OecieueHHs.

—  CepuliHbIil HOMEP yCTPOMCTBA.

— Bpewms Ha ycTpolicTBe.

—  SI3wIk mHTEpdeEiica ycTpoiicTRa.
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4.27 3aBeplwieHue pabotbl HTTP-cepBepa

B CK3H1 «VPN-Key-TLS» npemycmMoTpeHa BO3MOKHOCTh 3aBepiieHus padoter HT TP-
cepsepa. [Ipu atom HT TP-untepdetic cranosutcst HegoctynubiM, Ho CK3U «VPN-Key-TLS»
0CTaéTCsl JOCTYITHBIM JIJIsl pabOThI uepe3 CSP-uHTepdeiic.

Jnst 3aBepiienust padotsl HT TP-cepBepa crnexyet BbiOparh myHKT MeHI0 UH(opmanusa 00
yCTpoiicTBe WJIM Ha CTpPAaHHIIE HACTPOHKH ycTpoicTBa (cM. PucyHok 22) mepeiiTH mo cChuUIKe
«Mudopmarus 00 ycTpoicTBe» B IEHTPAIbHON YaCTH CTPAHUIIBI HIIM HaxaTh KHONKY MH(opmanus
00 ycTpoiicTBe cripaBa OT Heg.

Ha otkpeiBueiics ctpanuie nadopmanuu 00 ycrpoiictse (cM. PucyHok 34) HeoOxommmo
nepeiTH 1o ccbuike 3aBepinTh padboty HTTP-ceprepa.

[Ipu mosiBeHUU COOOIICHUS ¢ TPEIIOKEHUEM TOATBEPAUTh 3aBepiieHue padboter HTTP-
cepsepa (cMm. Pucynok 43) cnenyer Haxars kHonky OK mist moarBepkaeHus i KHONKy OTMeHa

IUIA OTKa3a.

Coobuwenwe c localhost:28016:

Bbl 4eACTBUTENLHO XOTHTE 3a38epnTe paboTy HTTP-cepeepa? HTTP-
WHTEPHEAC YCTPOACTEA CTAHET HEAOCTYMHLIM,

Pucynok 38 — Coo01ienue ¢ npeajiokeHneM NoATBEPANTDH 3aBepinenne paéorel HT TP-ceprepa
Jst Toro uto6s! Bktounts HT TP-untepdetic CK3U «VPN-Key-TLSy», cienyer 3aHOBO

sanyctuth npuioxenne START (cm. paznen 3.2).

4.28 ®dopmaTupoBaHue YYETHOM 3anuncu

VYuyérHas 3anuch MoJib30BaTeNsl MOXKET ObITh OTGopMmaTHpoBaHa. [Ipu ¢popmaTupoBanuu U3
NaMATH YCTPOMCTBAa yNASIOTCS BCE KIIOYEBBIE Mapbl M 3alpoChl, CO3JaHHBIC JAHHOW Y4YETHOMU
3alMChlo, U BCE€ BBbIJAHHBIE A Heé cepTudukarsl. Kpome Toro, s naHHOM yu€THOM 3amucu
ounmiatorcsi PIN- u PUK-konbl. B pe3ynbrare oTKpbITHE BHYTPEHHEN CTpaHUIbI ycTpoiicTBa VPN-
Key-TLS mns manHOM YYETHON 3aMICH CTAHOBHUTCS BO3MOXKHBIM 0€3 BBo1a PIN-Kko/1a, HO 110 3a1aHus
nosb3oBarenem PIN- m PUK-konoB 3ampemiaercss co3gaHue KIIFOYEBBIX Map W OTKpbiTMe TLS-
TOHHEJE! K OU3HeC-CUCTEMaM.

Hns toro uroObl oTdopMaTHpOBaTh YYETHYIO 3allUCh, HEOOXOJUMO Ha CTpaHMIE
aBropu3anuu (cMm. Pucynok 3) mepeittu mo cceuike [lonpoOree. Ha mosiBUBIICHCS cTpaHUIE C

nHpopmarmelr 00 YyCTpOHCTBE HEOOXOAUMO TEPEHTH MO CChUIKE PaspernTh paciimpeHHoe

YIIPaBJICHUC V‘iéTHbIMl/I 3alMcsIMU B HIDKHEH 9acTH CTpaHUIIBL.
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MoNL30BaTENk HE ABTOPUINPOBAH

% CBEPS5:

BephyTaca

WHdopmMaums o6 ycTpoiicTee

Paspaborumk

Npou3soguTens:

BepcyA BCTPoEHHOTO MO: 550.265 (1C0_T3250000L_C1_VTSSOHTS)
Cepuitnbiii MOMED TST00147147D
3TaNOHKaR KOHTPONLHAR CYMMa BCTPOEHHOND M1O: 9€ 8E 55 30 6D 70 F1 7E 66 91 FB FC 9F C9 02 C4 1D 91 CD 50 82 DC 68 AE 7A C7 7C CO 38 B3 82 35

PACCHHTAMHAR KONTPONBHAR CYMMa BCTPORHNOTO NO:

3TANOHHAR KOKTPOSHAR CYMMa "Start.exe’ 30 C1 87 9F 80 70 B6 99 98 57 79 40 O1 3F 43 90 C4 C3 92 F9 IF 36 66 88 14 OF F8 73 9€ 80 51 68
PACCHMTAHNAA KOMTPONLHARA CyMMa “Start.exe” paccuuraTe

Bpewma Ha Toxene 14:30:13 06.04.2023

f36IK WHTEDGedica: Pycckuit

CMeHMTL RIBIK Pycomit ~

Pucynok 39 — Uudopmanus 06 ycTpoiicTBe

[Ipy mosiBIEHWU COOOUICHUS C TPEAYNPEKICHHEM O BO3MOXKHBIX KPHUTHYECKHX
MOCIECTBHSIX (DOPMATHPOBAHUS, TAKUX KaK yNaJeHHE BCEX KIIFOYEBBIE Map, 3alPOCOB M JIMYHBIX
ceptudukaToB, (cM. Pucynok 40) cnenyer Haxath kKHonky OK 1 mponoyKeHHs WM KHOIIKY

OTtMmeHa U1 0TKa3a OT OPMATUPOBAHMSL.

CooBuweHue c localhost:28016:

}!"BEF)EHI:I, UTO XOTHTE NPUMEHWTE PaspelleHue Elblf)(}p MOXET NOBSCTH
E KPATWYRCKAM NOCASACTEMAM

Pucynok 40 — IIpeaynpeskaeHne 0 BO3MOKHBIX MOCJIEACTBUAX (popMATHPOBAHUSA

JIns mpooIKEeHHs CIeAyeT EPEUTH IO OSIBUBLIENCA CCbUIKE [lepelitn K paciimpeHHoMy

VIIPABICHUIO VUETHBIMI 3AMMCIMI B HIDKHEW 9acTU CTPaHUIIBI ¢ HH(OpMaluei 00 ycTporcTBe (CM.

Pucynok 41).
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A3bIK UHTEpdeica: PYCCKHIA

CMEHUTE AZBIK: PyCCKuit

3aeepwunTe paboTy HTTP-cepeepa

ATH K PacluMpeHHOMY YNPaBNeHWIo YYETHEIMM

Pucynox 41 — Ceplika 11 epexo/ia K pacliMpeHHOMY YIPaBJIeHUI0 YIETHBIMH 3aNIMCAMHU

Ha orkpeiBiieiics crpanune QopmatupoBanus yd€THbIX 3amucedl (cM. PucyHok 42)
HE00X0IMMO BBIOpATh YUETHYIO 3aITUCh, KOTOPYIO TpeOyeTcs OTGPOpMaTUPOBATh, U HAKATh KHOIIKY

DopMaTHPOBATD.

(& CBEPBuatiec

DopMaTMpPOBaHUe YYETHbIX 3anucei

m" pn2 @D opinz @ oping PINS -

Cepwitksiii Homep: TST00147147D
Bepcwsi: 550.265 (IC0_T3250000L_C1_VTS50HTS)

Pucynoxk 42 — Ctpannua ¢popmaTupoBaHus yI4ETHBIX 3anucei

[Tpu mosiBNIEeHUH COOOIICHUS C TPEUIOKEHUEM MOATBEPAUTh (HOPMATUPOBAHKE BHIOPAHHOM
yuétHO 3ammcu (cM. PucyHok 43) ciemyer Haxkare kHOonky OK 11 moarBepkacHHS

dbopmaTupoBanus win KHONKy OTMeHa Ui 0TKa3za oT GOpMaTHPOBAHMUS.
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CoobBuwenwe c localhost:28016:

Ebl AefCTEUTENEHD XOTTE OTOODMATUROESTE AaHHYHD YUETHYIO 3aNWck?

Pucynok 43 — Coob1ienue ¢ npeajiokeHneM NOATBEPANTH (hopMaTHPOBaHUE
B pesyneraTe (dopmarupoBaHue OyAeT BBINOJHEHO, W Ha CTpPaHUIC aBTOPHU3AIUH

orhopMaTHPOBaHHAs yYETHASI 3aITUCh OyIET moMeueHa «3BE3namu» (cM. Pucynok 44).

+
" PIN 1 I

Pucynok 44 — OrdopmaTnpoBaHHAsl YYETHAS 3aNUCh

Jliia Takol y4€THOM 3amicH OTKpBITHE BHYTpPEHHEW cTpaHuilbl ycrpoiictBa VPN-Key-TLS
CTaHOBUTCS BO3MOKHBIM 0€3 BBosa PIN-kona.

Jlnist co3maHusl KIIOUEBBIX Map W paboThl ¢ OM3HEC-CHUCTEMaMH HEOOXOIUMO TMEPEeHTH I10
cepuike HeoOxomanmo cvenuts PIN-kos (eMm. PucyHok 45), mosiBUBIIEHCSt B TPaBOM BEPXHEM YIITy
CTpaHHULIBL.

Bxoa BbinonHeH: PIN N22
HeoBxoOMMo CMEHMTE PIN-KOQ

Pucynok 45 — Cceblika 1J19 nepexoja Ha cTpanuiy cMeHnbl PIN-koaa

Ha orkpeBuieiics crpannmne usmeHeHus PIN-koma (cm. Pucynok 46) wHeoOxomumo
BBITOJIHUTH CJIEyIOIUe 1eHCTBUSA:

— He 3anmonuarte none «Tekymuii PINy.

— Bgectu HOBBIH PIN-ko1 B mone «Hossriii PINy». JInuna PIN-kona nomkna ObITh paBHa 6
cuMmBosiaM. J[OMyCTUMBIMU CHMBOJIAMHU SIBIISIIOTCS aHTJIMKACKHE OYyKBBI, HU(PH U
CIELICUMBOJIBI.

— IloBTopHo BBectu HOBBIN PIN-kox B none «IloBropute HOBBIN PINY.

— Bgectu noBblit PUK-kon B mone «3anmaiite B 3Toi ctpoke PUK-kom». YcrpoiicTBo
npeutokuT ciaydaiiaeiii PUK-kon u 3anumer ero B none «3anaiite PUK-kony». [anee
€ro MOKHO OTPEIaKTUPOBaTh IO KEJIAHHIO MoJyb3oBarens. nuna HoBoro PUK-koma
noKHA OBITH paBHA 12 cumBonam. JIOMyCTUMBIMU CHMBOJIAMH SIBIISTFOTCSI aHTJIMHCKUE
OYKBBI, UG PBI U CIICIICUMBOJIBI.

— IlonrBepauts usmenenue PIN-kona, HaxxaB kHonky M3mennTs PIN B mpaBoM HukHEM

yIIly CTPAHHULIBL.
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< CBEP Bxon sunamven: P'?‘M‘i :

W3ameHenue PIN-koaa

Xparunuwe cep:

HacTpoiky Toxena

OBpauiaem Bale BHUMAHHE, 4TO B CNYYae BBORA HesepHOro PIN-K0Ra Gonee TPEX Pas, RaHHAR YHETHAR 3aNMCy ByaeT 336M0KMPOBaHa.

Texywuii PIN

Hoslit PIN

NosTopuTe HoBI PIN

3anaitre 8 370t CTpOKe PUK-KoR
(12 cumsonos)

402809247240

Pucynok 46 — Ctpanuna n3menenns PIN-koxa
B pesynbrate aTux nevicteuii PIN-koq OyaeT n3MeHEH B OTKPOETCs CTpaHuUIla C COOOIIEHUEM
00 ycnemtHoM n3menenuu PIN-kona.

Ecnu noBsii PIN-xo11 BBeleH HEBEPHO, OTKPOETCS CTPAHUIIA C COOOIIEHHEM 00 OrIroKe.
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INucT perncTpaumm MaMeHeHUN

Hara Onucanue H3MEHEHHUs!, OCHOBaHHeE [JIs1 BHECCHHA ABTOp
n/n U3MEHeHUs
1
2
3
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