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1. ObBWWMNE YKA3AHUA

Mepen  akcnnyataumen  m3genuss  HeobxoAMMO  BHMMATENbHO  O3HAKOMUTLCS  C
3KCNAyaTauMOHHOW [AOKYMEHTauMen Ha CpeacrtBo Kpuntorpaduyeckoin 3awuTtbl MHOOpMauum
(CK31), npuBeneHHon B paspene «KOMMNIeKTHOCTb», M obecneuynTb BbINOSIHEHWE KOMMJEKCa
OpraHM3aLMOHHO-TEXHUUYECKMX MEPOMPUATUIA, ONpeaeNeHHbIX B JOKYMEHTaLNMN,

dopMyndap AO0/MKEH MOCTOAHHO HaxoAUTbCA B noAapa3feneHun, OTBETCTBEHHOM 3a
IKCnlyatauuto nsaenund.

Bce 3anucu B dopMynsipe NpousBOAATCA OTYET/IMBO WM aKKypaTHo. HesaBepeHHble
NCNpaBfiEHMS He A0oMyCcKatoTcs.
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2. ObWNE CBEOEHUA N OCHOBHbBIE XAPAKTEPUCTUKH

N3penve - nporpaMMHOe U NporpamMMHO-annapaTHoe CpeACTBO KpMNTOrpadmMyeckon 3anThbl
nHpopmaunm «VPN-Key-TLS», MHDK.11485466.4012.021.

CK3MN «VPN-Key-TLS» npeaHa3HadyeHo aAns obecneyeHus 3aluUTbl KOHMMAEHUMANbHOM
MHpOpPMaUMN, He COCTaBASOWEN FrOCYyAapCTBEHHOM TalHbI.

[daHHbin hopmMynsap pacnpoctpaHseTcs Ha CK3U «VPN-Key-TLS» B BapnaHTe UCNOSIHEHNS 7.
CK3U «VPN-Key-TLS» B AaHHOM BapuaHTe UCMNOJIHEHMUS COOTBETCTBYET

J «TpeboBaHMsAAM K  cpeacTBaM  KpunTorpadmyeckonm  3awWuTbl  MHMOpMauum,
npegHasHadeHHbIM AN1s8  3aWwnmTbl MHGOpPMauMK, He coaepxXXalwen CBeAeHWUI, COCTaBNSOWMX
rocygapCTBEHHYO TanHy» ansa knaccos KC1-KC2;

o «TpeboBaHMAM K CpeacTBaM 3IEKTPOHHOM noanucu» ans knaccos KC1/KC2
(yTBepxaeHbl npukaszom O®Cb Poccum N2796 ot 27 pekabpsa 2011 r.);
o «CneumanbHbiM  TpeboBaHMsAAM K  cpeacTBaM  KpuntorpadmMyeckonm  3aluThl,

npeaHasHadyeHHbIM ANS  3aluTbl MHMOPMaUMKM, HEe CcoAepXKallel CBeAEeHUM, COCTaBNALWMX
rocygapCTBEHHYIO TaMHy, U 3KCMJlyaTUpPyeMbIM Ha TeppuTopun Poccuinckoin ®eagepaunm (CT-P)» no
ypoBHto KCs;

o «TpeboBaHMAM MO 3alIUTe JIMHENHOM nMepeaayn CpeacTtB Kpuntorpadunyeckom
3aWnTbl MHPOPpMaLMKN, He coAepXKalen CBeAeHWUWN, COCTaBASIWMX rOCyAapCTBEHHYIO TalHy» Mo
YPOBH0 3awmuweHHocTu KCs.

CK3U «VPN-Key-TLS» B faHHOM BapuaHTe MUCMNOJIHEHMS obecneunBaeT BbipaboTKy AaHHbIX
ans peanun3auumn ABYXCTOPOHHEMN ayTeHTUdMKauum, KOHTpONSA LLe/TIOCTHOCTH "
KOH(MAEHUNANbHOCTU MHPOPMaLMOHHOro obMeHa ncnonHeHuii CK3M B cooTBETCTBUM C MPOTOKO/IOM
TLS 1.2 (RFC 5246), wndpoBaHue n co3gaHne/npoBepPKyY 3/1IEKTPOHHON noAnnucu 6/10K0B AaHHbIX,
noctynatowmx B yctponcteo «VPN-Key-TLS», reHepauuto Kio4yeBon MHGopMaunm, B COOTBETCTBUN
C:

o roCT 28147-89 «CUCTEMbI OBPABOTKU MHOOPMALIMNN. SALNTA
KPUMNTOIrPAOUNYECKASA>»;

o FOCT P 34.11-2012 «MHO®OPMAUMOHHAA TEXHOMNOINA. KPUMTOIPAOUYECKASA
3AWLNTA MHOOPMALIMN. OYHKLNA X3LWNPOBAHUSA>»;

o FOCT P 34.10-2012 «MH®OPMALMOHHAS TEXHONIOTNA. KPUMNTOMPAGUYECKAS
3ALLNTA MHOOPMAL UK. MPOLECCHI ®OPMUPOBAHNA N MPOBEPKW SJTIEKTPOHHOU LUM®POBOU
noannmcin».

XpaHeHne knwuyeBoi UHMOpMauuMn ocyuiectenserca B yctponctee <«VPN-Key-TLS» B
3awmeHHon obnactn namMsaTu.
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3. KOMIJIEKTHOCTb

CK3N «VPN-Key-TLS>» noctaBngeTcs B criefyrowmx KoOMnseKTaunax:

KoMnnektauumsi BapnmaHtTa ucnosiHeHus 7

HanMeHoBaHUue O603HaueHmne Konnuectso
firmware550.bin 11485466.72.21.12.124 iRl
start 11485466.72.21.12.125 iRl
HashCtrl.exe (Windows) 11485466.72.21.12.103 Lokokxck
hashctrl.lin64 (Linux) 11485466.72.21.12.103-04 Lrokokxck
hashctrl (MacOS) 11485466.72.21.12.103-05 Lokokxck
ANMMA3 (obsizaTeneH K 1%
NCrosib30BaHMIo Ans knacca KC2)
CK3W «VPN-Key-TLS> BapuanT | i 11485466.4012.021 30 05 1Ko
ncrionHeHunsa 7. dopmynsap
CK3MN «VPN-Key-TLS» BapuaHT
NCMONHEHNs 7. Mpasuna | MHOK.11485466.4012.021 34 05 1Hkx
NONb30BaHUS
CK3MN «VPN-Key-TLS» BapuaHT
ncrionHeHns 7. Pykosoacteo | MHOK.11485466.4012.021 91 05 1¥x*
nonb3oBaTens
WMHCTpyKuMa no 3KcnayaTauum
nporpamMmsl KOHTpons | 11485466.72.21.12.103-02 91 1Ak, okokok
LLe/T0OCTHOCTH
CK3MN «VPN-Key-TLS» BapuaHT
vcnonHenns 7. WHCTPYKUMA |y 4 4ac466 72 21.12.124 33 01 1Hk | Hxx
nporpammucra. OnucaHne HTTP-
nHTepdenca ycTponcraa
CK31N «VPN-Key-TLS» BapuaHT
cnonHenmus 7. - VIHCTPYKUMA T 4 4 485466 72.21.12.124 33 02 HRAKAK KK
nporpammmncta. OnwucaHme CCID
nHTepdenca
Ceptudukat OCB (konus) 1Hx*

*: nocTaBnseTcs NO COrnacoBaHWK C MNOKynaTeseM, AOMyCKaeTcs wucrnonb3oBaHme AlMMA3, wvMetowero
aencreytowmni ceptudpumkat ®Cb Poccum no TpeboBaHMSaM K annapaTHO-NMpoOrpamMMHbIM MOAY/ISIM AOBEPEHHOWN
3arpy3sku MN3BM.

**: npegHasHavyeHo pa3paboTumkam NpUKIAZHOrO nNporpamMmHoro obecneuveHus, mcnonb3ytowero CK3U B
BapuaHTe NCMOJIHEHNA 7, NOCTaBKa OCYLLECTBASETCS N0 OTAEIbHOMY 3arnpocCy Ha AOrOBOPHbIX YC/OBUSX.
**X: nOKyMeHTauus, BK/IOYasa 3anosiHeHHbIn hopMynap, NOCTaBAseTcs B 31eKTPOHHOM BuAe, NMOCTaBKa Ha
6yMa>kHOM HOCuTesie BO3MOXHa Mo OTAE/IbHOMY 3arnpocy Ha AOrOBOPHbIX YC0BUSX.

¥XAX: MOXET MOCTaBNATbLCA B YCTAHOB/IEHHOM B YCTPOWCTBA, W3rOTOBJIEHHble B COOTBETCTBUM C TY
11485466.26.20.40.140.028.002, Buze.

*x*kx*: nocraBnsieTcs No OTAE/IbHOMY 3anpocy B 3aBMCUMMOCTM OT akcnnyatmpyemoin OC.

¥*k*x%*: npegHasHadeHo  paspaboTumkaMm  cpeacTB  KpunTorpaduyeckom  3awuTbl  uMHbOpMaumu,
BcTpauBatowmm CK3UN «VPN-Key-TLS» B BapnaHTe UCNOMHEHNSA 7, NOCTaBKa OCYLLECTBASETCS No OTAeNIbHOMY
3anpocy Ha A0roBOPHbIX YC/10BUSAX.

KoHTponbHOE 3HauyeHue Ha nporpamMmHbin  Moaynb “firmware550.bin", paccunTaHHoe
nporpammon HashCtrl.exe c knto4yom "/h3":
9E 8E 55 30 6D 70 F1 7E 66 91 FB FC 9F C9 02 C4 1D 91 CD 5D 82 DC 68 AE 7A C7 7C CO 3B B3
82 35

KoHTponbHOE 3HayeHMe Ha BCe MporpaMMHble MoAaynn npunoxeHus "start", paccumtaHHoe
nporpammoit HashCtrl.exe c kntoyom "/h256" B NOTOKOBOM pexunme:
3D C1 B7 9F 80 70 B6 99 98 57 79 40 01 3F 43 90 C4 C3 92 F9 1F 36 66 88 14 DF F8 73 9E 80 51
68
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KoHTponbHOE 3Ha4yeHme Ha nporpaMMHbin moaynb "HashCtrl.exe" (Windows), paccuntaHHoe
nporpammoit HashCtrl.exe c kntouom "/h256":
B7 69 86 F7 97 05 30 B7 D7 FB 7E 2F 05 C9 67 D9 8D 9D 34 84 1D 5F B3 96 06 6C B8 65 05 87
AB 79

KoHTponbHOE 3HauyeHue Ha nporpaMMHbin Moaynb "hashctrl.lin64" (Linux 64 6uta),
paccuyuTaHHoe nporpammon HashCtrl.exe c kno4yom "/h256":
1B DC 6C FF 5C 5E 32 AC 02 89 18 DA A7 B7 A2 A4 E3 43 74 43 1E F4 CE 8B E1 9C 76 B6 0C D8
9D 99

KoHTponbHOE 3HayeHme Ha nporpamMmMmHbin moaynb "hashctrl" (MacOS), paccuuTaHHoe
nporpammoit HashCtrl.exe c kntouom "/h256":
80 A4 DD 4C 6A 54 D4 77 62 8A 34 30 47 3F A9 C4 00 55 0B 08 91 50 FO 6B 6F D7 F4 C3 C2 CA
3A 30
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4. CBUAETEJIbCTBO O NMPUEMKE

Uspenne CK3N «VPN-Key-TLS» VH®K.11485466.4012.021, BapuaHT wuCnonHeHusa 7,

y4YeTHbI nHaekc H-136XK, perncrtpaumoHHbiii Homep 879XK-
BUA HOCUTENS:

O CD-ROM WT.
O Flash Memory .
O annapaTHbIN MOAYb WwT.
O «VPN-Key 6.0una» CepUiiHbIA HOoMep
O «CCAG14000» CEPWiHBIA HOMep
COOTBETCTBYET 3Ta/IOHY, XPaHSLWEMYCSH B , W TMpU3HAHO TrOAHbIM
aKcnayaTaumm.
[aTa Bbinycka: « » 20 r.
M.M.

5. CBUAETE/IbCTBO OB YINAKOBKE

ansa

N3penne CK3N «VPN-Key-TLS» NH®K.11485466.4012.021, BapuaHT WUCMOSHEHUSa 7,

y4yeTHbIl nHaekc H-1362K, perncrtpaumoHHbI HomMep 879XK- MapKnUpoBaHoO

M ynakoBaHoO

Jata MapKupoBKH

MapkunpoBKy rnpomussen

[aTta ynakoBku

YnakoBKy npoussen

N3penve nocne ynakoBKW NPUHSAN
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6. TAPAHTUN N3TOTOBUTEJIA

6.1. WN3rotoBuTenb rapaHTupyer pabotocnocobHocTb W3penua B COOTBETCTBUU C
06bSABIEHHBIMW XapaKTepucTMKamMn npu ycnoeum cobnogeHnsa Monb3osatenem npasua U yCl0BUNA
XpaHeHWUs, TPAHCNOPTUPOBKWN, MOHTA)Xa, YCTAHOBKKW M 3KCNyaTaumm B TeYEHNE _ MecsueB CO AHSA

MOCTaBKW.

Moa HeucnpaBHOCTbO  M3gennss MNOHMMaeTCsa  HeyAOB/EeTBOPUTESIbHOE  KAayecTBO
(dYHKUMOHMPOBAHNA MAM OTKA3 OT (PYHKUMOHMPOBAHUA B OFOBOPEHHbLIX B 3KCMAyaTauWOHHOM
OOKYMEeHTauum ycnoBusax, o6yCcnoBneHHble YCTOMUYMBBLIM (perynsipHbiM) BbIXOAOM MNapaMeTpoB
NMporpaMmMHbIX 1 (MN) annapaTHbIX KOMMOHEHT 3a rpaHuLbl AONYCTUMbIX 3HAYEHWI, NpeanmcaHHbIX
nx N3rotosutenem.

6.2. B TeueHue rapaHTMiniHOro cpoka MarotoButesib 6e3BO3ME34HO YCTpaHSAET AedeKThbl
N3penna npu ycnoBum cobnwogeHms [Monb3oBaTteneMm npaBwil WM YCAIOBUW  XpaHEHwUs,
TPaAHCMOPTMPOBKN, MOHTaxa, YCTAHOBKM M 3KCNyaTaunuu.

6.3. WM3rotoBuTENb NPOU3BOAUT FapaHTUNHLIA PEMOHT MpW ycnoBunM Bo3BpaTa Usaenus
(koMnoHeHTbl M3genus) B ynakoBke.

6.4. Ecnu B nepuoj rapaHTUMHOro cpoka N3genue BbIWNO U3 CTPOS NO BUHE onb3oBaTens
BCNEeACTBME HEMNPaBUIbHOIMO XPaHEHWs, TPAHCMOPTMPOBKM, MOHTa)ka, yCTaHOBKW, 3KCNiyaTauuu
N3pnennsa, BHeceHns nsameHeHun B N3penne 6e3 cornacosaHuns c U3rotosutenem nam Apyrux npuymH,
TO peMOHT NpoM3BOANTCSA 3a cuyeT lNMonb3oBartens.

6.5. KoHcynbTaumm ocywecTtsBasawTcs no '"ropsaden” nvHmm ¢ 9-30 po 18-00 no

MocKoBCKOMY BpeMeHU no TenedoHam (495) unn E-mail

6.6. Mo m™epe wMoaepHusaumm MWsgenua WMsrotoButenb o0653yeTcss WHGOPMUPOBATL

lMonb3oBaTensa o HOBbIX Bepcusax Mspenus.
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/7. CBEOAEHNA O PEKJTAMALNAX

7.1. Nopsaaok npeabsaBneHns pekiamauni

7.1.1. Peknamauma MoxeT 6biTb npegbsBieHa WM3rotoButento B Mepuvoa rapaHTUMHONO
Cpoka Kak npu npuemke Uspgenns, Tak 1 B NpoLecce ero XxpaHeHns 1 akcnayataumm.

7.1.2. ®aKkT HecoOoTBeTCTBUS M3aenusa akcnnyaTaumoHHOW AOKYMeHTauuu AosxeH 6biTb
oopMSieH akToM. AKT AOMXKEH coAepXaTb cBeAeHus 06 ycnoBuax akcnayaTtaumu Uspgenusa m o
BbISSIBIEHHOM HECOOTBETCTBUM M 0becneymBaTb BO3MOXHOCTb TOYHOrO MOBTOPEHUS CUTyauuu, npu
KOTOpOM OHO 6bl10 06Hapy)xeHo. AKT MoAnUCbIBAeTCHa NuuaMu, aKCnayatupywowmmn WM3genuve,
yTBEpXAaeTca pykosoamTeneMm npeanpusatma (opraHusaumun) [Monb3oBaTtens WM Hanpasnsetcs
N3roToBuTENt0, KOTOPbIM NPMHMMAET Mepbl MO YCTPAHEHMUIO BbiSIBIEHHOIO HECOOTBETCTBMS, €CNIN OHO
noaTeepXaaeTcs.

7.2. YCTpaHeHue HeucrnpasHOCTM npousBoauTcsa WM3rotoButenem wmsgenuda. Aapec

npeanpunaTna-n3roTtoBuTena.

7.3. CoaepxaHue pekniamMmaumii U Mepbl, MPUHSATbIE MO HUM, 3anucbiBaloTCs B Tabnuvue:

YyeT npeabsiBAEeHHbIX pekiamMaunit

[aTta

06HapyXeHNs CopepxaHue Mepbl, NpuvHATBIE NO pekiaMaumu Moanuce

HeucrnpaBHOCTU pexknamauunn OTBETCTBEHHOIO nLUa
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8. CBEAEHNA O XPAHEHNW

8.1. Isgenne AO0MXKHO XpaHUTbCA B MNOMeELWEeHUM npu TemnepaTtype oT +4 no +50 °C u

OTHOCUTENIbHOM BNaXHOCTU Bo3ayxa oT 30% ao 80%.

8.2. MNpun xpaHeHunn Us3gennsa AOMXHbI 6bITb NCKJTHOYEHDI PE3KNE USMEHEHUA TEMNEPATYPbI

M BNa>XHOCTK BO34YyXa, a TaKXe BO34ENCTBME NpAMbIX COJTHEYHbIX nyqul.

8.3. B nomeweHunax pans xpaHeHus W3genmsa Heo6X0AMMO WCKIOUYUTL BO3MOXHOCTb

nonazjaHus B BO34yX MapoB arpecCUMBHbIX BewecTB (KUCIOT, LWENoYeit), Bbi3biBAOWMX KOPPO3ULO

nsnenus.

8.4. He ponyckaeTtcs xpaHeHune M3genmsa BO6AM3M CUNbHBLIX 3/1EKTPOMArHMTHbIX NOMAEn, a

TaKXX€ Ha paCCToAHUKN MeHee, YEM OANH METP OT HarpeeBaTeJibHbIX I'IpVI60pOB.

8.5. KOHTpOonb yCnoBuiA XpaHeHUs1 NPOBOAMTCS MOJSib30BaTeNIEM exekBapTanbHo. CBeaeHus

0 XpaHeHWUW 3aHocATcs B Tabnuuy:

Tabnuua

[aTta yCTaHOBKU Ha XpaHeHue

[aTta CHATWA ¢ XpaHeHus

YcnoBusa XxpaHeHus
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9. CBEAEHWA O 3AKPETMJIEHUW U3AEJTUA TMPU SKCTIJTYATALUN

LonmKHOCTb
OTBETCTBEHHOro
nvua

damununa

OTBETCTBEHHOIO S1nUa

HoMep u pata
npukasa o6
HasHayeHun

HoMep v gata
npukasa o6
ocBobOXAeHUN

Moanwuchb
OTBETCTBEHHOIO
nnua

10.

CBEAEHNA OB N3MEHEHUNAX

Ne OcHoBaHune (N°
conpoBoANTENb-
HOro AOKYMEHTa

n/n

n gaTta)

HdaTa
npoeeaeHmns
M3MEHEHMUS

CopepxaHune n3MeHeHus

LOoMmKHOCTD,
damnnuma n
noAnuchL mua,
OTBETCTBEHHOIo
3a M3MeHeHus

Moanuce nuua,
OTBETCTBEHHOIO
3a
3KCNyaTaumio
n3aenunsa
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11. OCOBbIE OTMETKHN



