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1.3arpy3ka BHewHero ceptndukarta 3l

lMpumeyarue: [ns nonb3oeamernis ¢ @HewHUM cepmugukamom 3l docmyrnHa paboma
morbKO 8 cepsuce JIrnekKmpoHHbIU 0oKymeHmoobopom ¢ mapughom OcHosHOU unu
[ononHumernbHbIU.

[nsa 3arpy3ku BHewHero ceptudmkaTa All:

1. Heobxogmmo aBTOpU30BaTLCS B aBTOMATU3MPOBAHHOW CUCTEME
«CbepbunsHecy;

@ CBEP Buatec

3aperucTpupoBsaTbcs

Norux

Napons

3anoMHUTb NOTUH

He mory BonuTn

Boitn

MNAO Céepbank ncnonbayeT cookie (pannbl ¢ AAHHBIMU O MPOLUNbBIX NOCELEHUAX
caiita) Ans NnepcoHanMsauum cepemcos 1 yaobcTea nonbsosatenein. ChepbaHk
CePbE3HO OTHOCUTCA K 3aLMTE MEPCOHANbHBIX AAHHbIX — 03HaKOMbTECh C
YCNOBUAMU M NPUHUMNEMK NX 06PaboTKM.

> Goééle Play

BoWtn B AeMo-pexum

2. Bbibepute B cnncke ycnyr [lokyMeHTOOG0pOT Ha NaHenu CepBUCOB CreBa
unu B pasgene BaammosayeTbl 1 4OKYMEHTOOGOPOT;
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3. lNepengute B JINYHbIN KaOMHET Ha CTpaHULYy DNEeKTPOHHbIE NOAMNUCU U
nepenante Ha ctpanHuuy Opyrve 31, HaxxaB COOTBETCTBYHOLLYHO KHOMKY.

[JokymeHTo0GOpOT
e

Cucrema snexTposHOro AoKyM

Cepaucsl  3nexTponHsie noan Monssosarenu  Gwnmanst  Tapudst Mpopuns () Mowows <3

Aenua ‘ a © nonyuen i anexT i cozganmoi Yao uenTpom 000

Haxmute

4. [anee HaxmuTe KHOMKy «3arpy3ntb JM».

Mpoduns @ MNomows &

YHEHMM INEKTPOHHOM NOANWCH, CO30aHH0M YOoCTosepAoWMM ueHTpoM 000

Aexue 2arpyzura 3N m ~

5. Tpw HeobxooMMOCTUN NepenanTe Nno CChifIKe B OKHE NpeaynpexaeHns ans
NpoBepKn cBeaeHnn 06 opraHM3aunmn n BnagenbLe aNeKTpoHHoW nognucu. B
cnyyae HecoBMnageHun oTpedakTupymuTe AaHHble, crefys noackaskam.

6. Haxmute kHonky «MpogomxkuTby.

BHuUMaHune

MNepen 3arpysKoit aNeKTPOHHOA NOANKMCH, NPOBEPLTE AaHHbIE

Baluei OpraHusauvu v Bnagenoua 3J'IEKTp0HHOL7\ noanucu




7. 3arpyauTe BHELLUHUIN cepTUduKaT: HAXXMUTE Ha KHOMKY «3arpy3uTb.
8. B okHe lMpoBogHuka Bblbepute dann ceptudpmkata 3. Ona noaTeepxaeHms
BblbOpa HaXXMUTE KHOMKY «OTKPbITbY.

@ Ompuee X
,uOKyMEHTOOEDpOT
CiCTeMa INEKTPOHHOTD JOKYMEHTOoBopoTa
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lMpumeyaHue!

Ecnu 3aepyxaembili cepmucbukam coOepxum 02paHU4yeHuUsi, OMmKPOemcsi OKHO C
npedynpexdeHueMm. O3HaKOMbmech C ycrio8usMu, npocmasbme ommemky «C ycrnosusimu
ucronb3o08aHusli cepmughukama O03HAKOMIIEH», 3ameM HaXMume KHOMKY «3aKpbimby.
Ecnu OdaHHble cepmucbukama 3Of1 He coomeemcmeyrom uUHopMayuu rnpoguss
rnone3oeamenia Cucmembl (Harpumep, 8 cepmuchukame ykaszaHa Opyaasi KOMMaHUs),
3azpy3ka cepmucghukama 3N 6ydem npepesaHa. Nosseumcsi OKHO ¢ uHghopmauvueti 06 owubke.

Mocne ycnewHon 3arpy3km cann ceptudukata Il oToOpaxaeTcs B CAMUCKe
cepTudukaToB Ha Bknagke Opyrue 3l B ctatyce «[encTBUTENbHbIA», CTAHOBUTCA
aKTUBHbLIM 1 NnepefaeTcs C NPU3HAKOM «aKTUBHbINY B cepBrce [JOKyMEHTOOGOopOT.

Cepaucsl 3NeKTPOHHLIZ NOANHE Mons3aosatrenn  @unuanst  Tapudo Mpodune @I’IcMcu.\b
YBaMaeMblA KNHeHT!
B nuurom kabuxeTe dnsuyeckoro nuya Mocycyr 8Nagentua cepTUDMKaTa SNEXTRCHHON NOgNKCH MMEETCA MHDOPMALNA O NOMYYEHUH SNEKTPCHHONA NOANWCY, CO30EHH0N Y4ocTosepaownnM ueHTpom 000
"KOPYC Korncanmmar CHI.
INEKTPOHHBIE NOANKMCH Lpyrue 3N Apxus Jarpyauts 3N m ")
3aazka YROCTOREPAGUIAI UEHTD SNEKTPOKHAR NORNMCE
[+ ] Tu 2204032447 000 KOPYC KaxcanTuur CHI g Hencre @ 3M © 25.01.2022 no 25.01.2023
o7 05.04.2022 C49533 4CF1ABEBCD4 2A4BCDAEABCCRBRC
Tevep; a

lMpumeyaHue! Bo3amoxxHa 3agpy3Ka rpouseosisHo20 Kosudecmea 6HeWHUX cepmuchukamos
3r1 ¢ nbozo pusuyeckoao Hocumerns. Beibop akmusHo20 cepmuchukama

[ns 3arpy3ku ceptudukata 3N Heobxoanmo npeaBapuTeSibHO 3KCNOPTMPOBaThL dhann
cepTudpukata 3l ¢ knroyeBoro Hocutens. NMogpobHee cm. [TPUTTOKEHVIE 1. SkcnopT
cepTudumkaTa C KNn4eBoro HocuTens.




2.BbIbop akTuBHOro ceptudukarta 3l

[ns BbiGopa akTMBHOro ceptudpunkaTa Il BbINOAHUTE CreayoLwme warnu:
1. OTKponTe cTpaHnLy ANEeKTPOHHbIE NoANUCH.
2. YcTaHoBUTE OTMETKY « AKTUBHBINY B CTPOKE BbIOpaHHOro cepTudukaTa.

Cepaucal 3NeKTPOHHLIZ NOAMKC MNons3osatenu  Dunnanst  Tapudo MNpoguns @I’I{wcmb )

YBamaeMblid KNHeHT!

B nuuxom kabBuHeTe dusmueckoro nuua locycnyr anagensua cepTuduKaTa 3NeKTPOHHOW NoANUCH MMEETCR MHDOPMALKMA O NONYYSHWK 3NEKTPOHHOM NOANWCH, CO3AaHHOW YaocTosepaowuM usHTpen 000
"KOPYC KoncanTunr CHI.

3NeKTPOHHBIE NOANHCH DOpyrue 30 Apxus 3arpyanTts 3N m

3anska YaocToBepRILIMA LEHTR 3nekTporHas noancs

[+ ] ?g 2204052447 000 KOPYC KoncanTuHr CHI &4 [Jleucteyrowas 31 ¢ 25.01.2022 no 25.01.2023
2 C49533EA264774CF1ABSECDA 2AdBCOAEASC CHEBC

ot 05.04.2022

Mpun3Hak akTnusHom Al




NMPUNOXEHUWE. 3kcnopt ceptudukata C KIH4YeBOro

HOCUTEIA
1. 3anyctute Kpuntollpo CSP ([Myck -> NaHenb YnpasneHus -> Kpuntollpo
CSP);

2. Boibepute Bknagky CepBuC M HaxxmuTe KHOMKy «[lpocMoTpeTb cepTudmkaTbl B
KOHTENHepe».

9 KpunTolpo CSP X

Be3onacHocTb Winlogon Hacrpoiikm TLS KpunTonpoeadgepel
0bwme ObopygoeaHne Cepeuc JononHuTeneHo ANropuTHEl

KoHTeliHep 3akpeITore Kkoua
3TH MAcTepa NO3B0MAKT NPOTECTMPOBATh, CKONMPOBAThL MAW YAANHTb
KOHTEIiHED 38KPLITOTO KNKYE C HOCUTENA.

MNpoTEeCTHPOBETD... CKOMWPOBETb... ¥Ooanutb...

CepTHMKaTL B KOHTERHEPE 3aKPLITOro KNKYa

3ToT MacTep NoO3BONAET NPOCMOTPETE CepTHqJMKaTI:I, HaxoaalHeca e
KUHTEﬁHEpE SAKPLITOrg KNHYa, W YCTAHOBHTE WX B XpaHWUNHLLe

CepTHDHKATOR.
MpOCMOTPETE CEPTUDMKATE B KOHTEHHEpE. ..

TYHLIR cepTrduKaT

3TOT MacTep NO2BONART CBA3ETL CepTHQUKaT U2 daiina c
KOHTEHEPOM 3aKPLITOrD KNHUE, YCTAHOBHE ITOT CEpTHUKET B
XpaHUAKLLE,

YCTAHOBWTE MWUHBIA CepTHdWKET. ..
Mapoau 2aKpLITLI KIHYEed

3T MacTepa NOEONAKT MIMEHUTE naponu (MWH-Kogk!) 2aKPLTEX
KTHOUE WK YAAIWTE 3aN0MHEHHKEIE paHee naponu.

M3MeHUTb Napoib... ¥AanKTe 38N0MHEHHBLIE NaponK...

[MopTan TexnoAnepHKK oK OTMeHa TpPHMEHKTL

3. B okHe CepTucukatbl B KOHTEUHEPE 3aKPbITOro Krno4va HaXXMUTE KHOMKY
«OB30p».

{9 CepTvdmKaThl B KOHTEMHEpPE 3aKPLITOTO KU X

KoHTeliHep 2aKpbITOro Knkua I
BBEAMTE WNK YKEKWUTE KOHTEIHED 3aKPLITOrD KA ANA NPOCMOTPa E i

CepTUHMKETOR B 3TOM KOHTeliHepe

WNMA KNHUEBOrO KOHTEliHepa: P —

B
| T oo DI
BEEAeHHOe WMA 3803eT KIHYEBOil KoHTelHep: Mo cepTudUKaTy...
© MNonksoearens
KomneroTepa
BeibepuTe CSP ANA NOWCKa KNHUEBLIX KOHTEHHEpOB:
Bce nogaepxUEaSMEIe KPUMTONPOEaHASpE! ™
£
E
< Hazag Hanee = OTMeHa




4. B cnncke KntoYeBbIX HOCUTENEN BblIbepUTe NNYHBIN CEPTUGMKAT U HAXMUTE
KHOMKY « OK».

T Feannacuncte  Winlooon  Hacrnoiwa TIS  KnunronnoRa@nens L |
|| BuiSop koHTeRHepa - Kpuntolpo CSP
i
2]
Brifop KntOUeBOro KOHTEHEPa :
B CnMCKe NOKaskbIBaTh:
(@ Opyxecreentbie HMeHa (O YunkanbHele MMeHa
A
CNMCOK KNHYeBLX KOHTEAHEPOB NONL30BATENA:

- ” ol
CunTeiBaTens  WMA KoHTeWHepa e
InfoC B B 19

(- InfoCrypt V... IC_6246D320_1A15732ES5BEDB4B |
InfoCrypt V... IC_624703EC_E1DS6AFFS8770BBCA é
2|
“‘-_-.ﬁ-.__
< | oK | > OTMeHa
— =

5. B okHe ¢ uHdopmMaumen o BbIGpaHHOM cepTumkaTe HaXKMUTE KHOTMKY

«CBoncTtBa.
R CepTvidukaTtbl B KOHTEAHEPE 3aKPbITOro KAKua X
Ceprudukar ana npocMoTpa
MpocroTpuTe 1 Bunibepre ceprinhimar g
Ceprwduxar: = =3 = |
Cybrexr: OrPHMN=" T B . =80 I U, cwmnc= g

NocTasumK: | orpH= = ., WHH=TE W, CN=CA

Aeicresmenes ¢: | 1 anpens 2022 r. 13:43:38 |
AeAcTenTensH no: [ 1 anpens 2023 r. 13:53:38 ]
Cepuitsiin HoMep: [SAB6 8300 6AAE SC83 4F83 B792 EDB9 7AS5C ]

E—

O6zop...

<Haan | foroso | | Omwena

— | 18 .




6. Boibepute Bknagky CoctaB 1 HaxmuTe KHornky «Konuposatb B hanny.

of Ceprndukar X
| Ofuge COCT28  MyTe cepTiuxaumn |
{
Mokazame: <Bres> Ee
P
| None Inmuenme s
_ Bepowm 5]
| Cepuitimait HOMER 528603006828 5c83483h, .. 1
M | ARropHTH RogMRCH FOCT P 34.11-2012/34.1... ]
" L ¥ow-amropert nogimey  FOCT P 34.11-2012 256 ...
d _Hzgarens CA, 001234567890, 0012... i
| Bedicteimeney ¢ 1 anpana 2022 r. 13:43:38 H
A _ OedcTeMTensH no 1 anpena 2023 r. 13:53:38 ||
. ‘__C}’ﬁ'bEKT o
L]
C|
Ic|
CeoficTEA.. ONMPOEATE B dhafin... M

7. lNMocne atoro 3anyctutcs MacTtep akcnopTta ceptudukaToB. [1ns
NPOAOIPKEHUSA YCTAaHOBKN HaxmuTe «[Janeey.

&% MacTep 3kcnopTa cepTUdMKaToB

Macrep skcnoprta ceptudpukaros

3TOT MAcTep NOMOraeT KONMPOBaTh CEpTHIMKATEI, CIMCKH AOBEPUA W CTIMCKM OT3LIBA
CEpTHIUKATOR W2 XPaHUNWLLE CEPTHIMKETOR Ha NOKABHBIA QMCK.

CepTUdHKAT, BIAAHHBIR LEHTPOM cepTUdUKaLUK, ABNAETCA NOATEEPHAEHUEN BaWei
NWYHOCTH W COAEPIKUT WHDOPMALWKD, HEOBXOANMYHD ANA 3aLUMTH AGHHEIX WK
YCTAHOBNEHWS 3ALLUMLLEHHBIX CETEBRIX NOAKNHIYEHWIL. XpaHuuLLe cepTUdnKaTos — 3To
06NacTb cUCTEMBI, NPEAHA3HEYEHHERA ANA ¥PAHEHWA CepTUhDUKATOB.

JnA NpogomKeHus HaxMuTe KHonky "Janee".

([ fonee D omens

8. B OKHe 3KCMOpTUPOBAHUS 3aKPbLITOrO Krtoya BblibepuTe BapuaHT «Hem, He




3Kcriopmupogamse 3aKpbimbIU KITHOY» U HAXMUTE KHONKY «[daneex.

X
€ 4% Mactep 3kcnopTa ceptudrkatos
¥
3KCNopPTUPOBaHWE ZaKPLITOro KAKUa
Bhl MOMKETE IKCMOPTHPOBATE 3aKPLITHIA KNHU EMECTE C CEPTHRMKATOM,
. !
SﬁKpthble KMHHK 3aLHLLEHEl NAponeM. Yrobbl SKCNOPTHPOBATE 3AKPLITEIM KNHY i

BMECTE C CepTUUKATOM, YKAKUTE Napanb.

Bbl XOTHTE SKCNOPTMPOBETL 3aKPLIThIA KW BMECTE ¢ CepTudUKaTom?

[1a, 3KCNOPTHPOBATE 3aKPLITHIA KNOU

HeT, He IKCNOPTHPOBETL 3AKPLITLIA KK

Mpumeyanne, CoOTBETCTBYHLNI 3aKPLITLI KNHOY OTMEYEH KaK 3anpeLlerHkIi na
3KCNopTa. MOXKHO IKCNOPTHPOBATE TONLKO CepTUUKAT.

o u

S
aree D oers
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9.Bbibepute popmart canna ceptudukata: «@adsnel X.509 (.CER) 8

koduposke DER» n HaxxmuTe KHOMKy «[aneey.

€ 4% Mactep 3kcnopta cepTudrkaTos

@opmar 3kcnopTupyemoro daina
CepTudMKaThl MOMYT GbiTh SKCNOPTUPOBAHE B PasnnUHLIX hopMaTax.

BeiGepuTe dhopMaT, KOTOPLIA Bbl XOTHTE MCNONL30BATS:

@.509 (.CER) B KU,U.MDU@

(O @aiinel X.509 (.CER) B KoaWpoBKe Base-64

() cranaapT Cryptographic Message Syntax - cepTHdHKaTsl PKCS 27 (.p7h)
BKIHIYMTE MO BO3MOKHOCTH BCE CePTHMKATEI B MyTh CEpTHdMKaLNKM
®aitn obMena nMuHoi MHopmaumeli - PKCS #12 (.PFX)
BKIHIUMTE MO BO3MOMHOCTH BCE CepTHMKATEI B MyTh CepTUdMKELINM
YABNUTE ZAKPLITEIR KNKOU NOCNe YENELWHOMD 3KCNopTa
SKCNOPTUPOEATE BCE PACIUMPEHHLIE CBOACTEE
BRIHYMTE KOHUAEHUNANEHOCTE cepTudMKaTa

XpaHWNULLE CepUanH30BaHHLIX cepTudnkaTtoe (.SST)

1:’ onvers

10.Haxxmute kHonky «O630p» u Bbibepute B OkHe [lpoBogHMKa MecTo Ans
COXpaHeHust

aKcnopTupyemoro canna. 3agante MM Npon3BOSIbHO N HAXXMUTE KHOMKY

10



«CoxpaHnTb.
12.Ana npogormkeHnsa paboTbl MacTepa HaxmuTe KHonky [anee.

€ &% MacTep 3KCcnopTa cepTMhUKaTos

Wma akcnoptupyemore daina H
YramuTe UMA daiina, KOTopLIA Bbl XOTUTE IKCNOPTHPOBATE

4
WmaA daiina:
e |
C:\Users\malakhova.ey\Documents\CEBOM\ KK\ BHewWwWHMii cepTud "
L
"
o

e D] s

13.[ns 3aBepLieHns paboTbl MacTepa aKcnopTa CepTUPUKATOB HAXKMUTE KHOMKY

«loTOoBOY.

€ £* MacTep 3KCnopTa cepTUhUKaTOE

3aBepuieHne paboTbl MacTepa sKcnopTa
cepTu¢gUKaToB

Bbl yCnelwHo 3aeeplnni pabioTy ¢ MacTepoM SKCnopTa CepTuhUKaTos.

BbUIM YKA3aHb! CIEOYLLIHE NapaMEeTpbl:

C:\Users\malakhova.ey\Documents\CEBEOM\/H
SKCNOPT KIKUEl Het
BRNOUWTE B MYTh BCE CEPTMGUKETE HeT
®opMat daiitnoe Jeounurble daiinel X.509 (*.cer) B kogupoBke [
< >

(oo | omens

11



14.lMosiBuTCA coobLLeHne O TOM, YTO QKCNOpPT yCnewHO BbIMNMOJTHEH. Haxmute

kHonky OK.
Y RSO TS A LTS IO pUTTE e
n C:\Users\malakhova.ey\Documents
nopT KNHYed Het
HIUMTE B NYTb BCE CEPTUMMKETE HeT
DMaT dhain = hadan M BAOL® rar) B K

L9 MacTep 3kcnopta ceptvduk.. X

3KCI'IO|3T YCNnewHo BEbINoAHEH.

OK

12



